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<Number/>oo1v +Yvv Yiio ¢+ a<Number>
<Expiration/>.y/+s<Expiration>  <Issuer/>Example  Bank<Issuer>
<PaymentInfo/> <CreditCard/>
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<MimeType="text/xml’ xmlns="http://www.w3.0rg/2001/04/xmlenc#’

<CipherData/> <CipherValue/>A23B45C56<CipherValue> <CipherData>

<EncryptedData/>
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Type="http://www.w3.0rg/2001/04/xmlenc#Element’

<xmlns="http://www.w3.0rg/2001/04/xmlenc#'

<CipherData>
<CipherValue/>A23B45C56<CipherValue>

<CipherData/>
<EncryptedData/>
<Paymentinfo/>
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<xml version='1.0"?7>

<Paymentinfo xmIns="http://example.org/paymentv2'>

<Name/>John Smith<Name>

<CreditCard Limit='5,000' Currency="USD">
EncryptedData xmIns="http://www.w3.0rg/2001/04/xmlenc#">

<Type="http://www.w3.0rg/2001/04/xmlenc#Content'

<CipherData>
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<SignedInfo Id="foobar"
CanonicalizationMethod>
Algorithm="http://www.w3.0rq/TR/2001/REC-xml-c14n-
</"20010315

SignatureMethod >
</ "Algorithm="http://www.w3.0rg/2000/09/xmldsig#dsa-shal
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<"URI="http://www.abccompany.com/news/2000/03 27 00.htm
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</ "Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal
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Reference>

URI="http://www.w3.org/TR/2000/WD-xmldsig-core-
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<SignedIinfo/>

035 5B Glp en, S ax &S uS s aie <CanonicalizationMethod> ...
el 0l o2l <SignedInfo> ,..:c (canonize)

ol al>s <Signedinfo> o ol digest luis cand ol s ilasl o108 cudle .0
Ll e ddS Slasie Da S wlslo 5,8 . )3 <SignatureValue> e 05,5 5
Sl St 5 i M a3l S5 dens )13 <KeYINFO> e 055 15 50 IS Slasita
235 o as Dliasiie ol &S Aol 5 Lo

23 e Sy 4 Jrows glasd S Verify Lt -1 Jhows glasl SCoagl o-Y
s obss lawl sk ool sl <Signedinfo> e glasl Aol — ool sl 65,51 3
ale <SignatureMethod> a3 eud jasiie o, S b | e ol sl digest
e M L1y el alows e OF 0B 6l 5 3 58sp s3linml JIS ) Sl o yoe LIS 51 5 05 g
o Y s b e Oy U3 e e ST S s alie <SignatureValue> .z ;s ous
JMis b s o350 als ST digest i <Reference> o 5 ods b ne e A sl

=S olis <DigestValue> ,ze s ons jasis

29


http://www.w3.org/2000/09/xmldsig#sha1

&&-ﬁ&\k&ob\gd;‘.&o ler‘géb‘uﬂj

30



dodls

s QLo g gl el b 5 0S50 b Dledbl alms 008 L Sl 510
e Blas il S 8l ysb 4 oS Cde ol 4 a5 L ASL (o) el Ol LIS Ol yie A5l
P 4 01,8y ST W (o e 55 bl ssb s Ll e, cpl 5l (0 oS 35l bl ) e, 0
IS o8 w4 Olinla )8 Calse 510 5 st (el s 50, S O350 Bl 4l 5 bl

Liea oBL Olislus (gla osls

6))%)&()&)){&&@)ﬁ)l{@&ﬂ\é&f})i&fﬁ))b@)}ﬂ u_i‘fdu.au.i\

awd dw 434S Waey cpl 6l S

(PKI(Public Key Infrastructure ; Biomectrics<Passphrases

D A8 e Lpe

e,y deesw Of s\ -Y

s kol Olps b ey an S 0LlS 88 Ui s Lolesle e ST 55 4l 5m s
Ll aSs J b js OVl 5 el Slaziooll bliknas anailg plos 5 sl b J S e g

AS 5L b S (6 b&\w:‘.iajjfjmgbjbQ)L;A&&QL:«‘)'\E\&LAJ:

st,a w}) w}ebt&jw; LS),}J“&SWﬁ‘deﬁwﬁéﬁ‘)‘)ﬁsJ\ﬁ"u
4Sc~w| w‘%ﬁj}lﬁ‘ QMA‘(PaSSWO[-d )Jgﬁ) )‘ obl.fi.}:.w‘c QLw bJ‘J QK..{_:Q)J J.:)ls&.i&uu

S s il axdls el ey L s tias ek Lils 1 Ol ey ol 03Y 68 655 ) o L OLlS

31



bl o350 5 sl dls 5 b sies 1) Ol e, O o B S (65,0 b Jendlys2is 5
e 635 T o ST S okl 3 gy nSCE BB (sla ey (6305 SIS 4S 5 ptn al st 5 st

Losl sl b g 4zl 0,505 a8 jls Slikasle o sasey OS50 5 e oo o 5
g JulS o s Lad a0 5550 Suli oy a Ly (65 50elS e SO 50y Lo 035 G me
o308 ol a5 035 ol oS slgaslsy SleMbl A dal g asls s Sledbl 5 O, s
o;L?u,}L;L:smva;L:‘s&i6guyw)3mpmt>w,~mwwv
Sl esls D 306 13 oS LIl Ol 46 sla sl das ) 3550 5 ml oo 2

il 25 24 4 Ll s (ACCOUND L

o (Account Holea L 5 L Cla glasly 45 dad Fo B Lash (6050 Identity theft
el Jiows Cusa J xS B es S 5 geily led gl 0 |y 2355 5l 5 Al (6 505 ased S
LS dal g sl (..:aj‘_;u slesles sbl ol dlus ol 5,8 Cns

s S el lgms (el sla o33 0 216) :Sensitive Data Exposure
dal s 4S5 Ko oS Ly plal Sa cas 4 Wl eSS e 5 slile 658 sla o5 0 L
At (el 4338 13 G | Ll Lo poasies

5 oledbl osgs - (SleS cba ool 0as 26 :EXposure Company Data

il SlaS O (o) b b Llgie 513 Slu gla oals Clablows 3 SlaS G ol 5 le s

32



S b ol b 2 sl andly gy pb&iy:xﬁ@)gu@\ﬁngmjjbgmﬁl{

Slestizal (ol gle e s ous S5 :Criminal Activities Involvement In
oS |l as lad 552 5 g led Ola (Gl (e e oLy L adies S ol s a8 3L aidls

s e
J...I:L.:.a EP)\.HC,\.@;-L&JJ J)‘jﬁ@)W\bLSMJﬁ)EVJ\ J)‘)Auﬂjbamc:ﬁpj.?

:LQ}OJ C)an u:lu 29 dj‘u\:aﬂ ‘5‘.&‘,.1)&.'

Ll 5 gmelS S 2l (S osb 4 ol 2u52) :Physical Security Breach
J«5)Keylogger S 3 S el L1 a8s gla (o 108 S 5 aoel gladze o 5 edimn >
rlp s 506 L wlo s PGPS 5358 Coad ol S (o)1 531 Sy (01381 0 5 (6LaS
1 L oy oS s e A dal ot SISET Lo sl (6510808 (sl o3ls b 5 Olube (slgasls ples
S S 3l S e S e ekl ol (5l eal DS L 5 AL axils STIS 651l
sl K Lol

Gl osls conl S )8 S (Bdes L (60108 S| il @) :Unintentionally Shared
Ll g b s 0l S Jlaasle 0T 05,8 3506 48 pl 0 a5 O 5,108 STzil a1 355 Oles
Sl 4y o3l gl 530y bs s Ol sy ciliies Jayl 3 ol 0, G Y game dadse sl

L’ASC“”“}A"‘)"‘}«'[f.j'sgs:}‘))tsgﬁ.‘d‘)’d‘)’)ts)\ff‘k"”): QM&QMQ.JMOJJ‘K

33



rmen Al ARl s 055 SO e S Ml (o gt Ol S sl esls (il
crl s ea U8 STl 4y el S 55 IS0 G OIS o el 3 se 3 o G b Sl Lae,
Sl S 8 aS o st jey Ol gl p S gl Csln S 5 Cow pl g 4SS S
S50 33 35l 3l pdm 53 5 st Oy ey Slanty S8 5 ol 035 eslinal 552 oy Sl
oo b el 5 allas Ol (sla o3l 038 s (sl LT B, 5l e 8 58 oS b o
3550 53 iS00 S ol slasls & plas Gl s o5 Sl s o esle Sl SS s sl

wr g syam ol b 53 oS ol (o5 pn T 53 oS s b b 5 aditns gl ol O

ROCERIFFI IS OF oy bbesass Ll i 3l am 5 Dbyl a8 (252 ) :Cracked
M U 5o e —aend o el G (S DLS 5 plad o8 i 5 cpl e Al dal ey L1
b OA adu33s 51 S 0 oS Layl sl 53 S 5L 55 1 s ey S5 OF Sleslinal b il ey 505 S
Las yoid 1) 555 o 5o, U o gl eals i Olia)lS elas 4 Aol Ll s 5lin allae 5 5 50 sla
OS5 eSS0 S il il sl Ko 05 eSS 58 e cnd S1 o S
RS chas 5 S S G Fe |y 35 ey B aS S e o)l ses L WSl Sy 5 sey LB
&S S il s e,

Sy 3 4S (6 5 amalS 3 b 5l A8 lix oS Asliee L LT (wlise ) :Shiffed

e ,ls wj::.w;wijdus\szbW\goLump&kallijemw

34



:‘é);b?'f—'f
Gob ol SVl 18 81 Lo st a0l isen Log3) Lagay 58 215 )

A5G e (il poul SlS (25 2]

LSJJKJ‘)LS\J"\)L;{“SSL Ljo)bdﬁw.,ﬂ\sv\.:ﬁu\;b LS’-L"): w‘.}? 3‘97- g)\f)lSm
dro 5 S S eslinal sdd US Sl 1B sl s peme | K8 DLl plas b e S bl
w23 | (Jlasl o =1 e 9)(Last Login FOrm ) cow o S 8 sl aS ol (pl K05 e

aas oS 1 5 50 Aol Wi o3l 0 LOGIN ax 26 ST6 5L

15 S jey 4l lla sla Gl oa S5 S (3L sl (035 ) :GVESSed
i Jo 53 Js s Al a sl S KK 3l st e sl e, IS L g
L P sla wj\é)\;\ff)élﬂéﬂw‘o\ﬂjgs\wécmgg\r.au;;.l.oj ! J;\.L:a(,.m)'j;.a
)\ C)).L; @ aj)f‘ 4.>-)§ J...&:.a o)l.i';.»\(....cj'iﬁ-b Cew 93 V...»‘M.al.‘...»l.«.ﬁ: o)Lq.::‘&UJ o‘)La.:a) : ole el
2 s o3liul ol e gl ub‘g)ﬁ:l{wua);w&l\

S 2iSes oslinal oo, 5l 5 OIS 51 pam a5 sl azdly bl a |y Kl ddes 1455

Ll DL sr (55 el (o5 5a o s Syt
. LQ}AJ ‘;%JQ Lﬁw &; JJ‘-»\:A Y-Y

S dadee |y o3l pl lad 4 (93 0,08 il o ST ([ 055 ) JAULO Fill el -

oo ol 0 IS a8 s sk o 5 Led ol Sl Gl ol il eal s ey (s oz Sls

35



o la Cd B e eses b O 53 S5y ol 4 Asd tadae Wles 3L asl s adasl> 55 0L 5

DS dan 3l UL s el axd 5 JES (g, e, byl LAl (L 3LJDPOSE 1t glgzslssl Y

ol odalie LG

) e sl G oS dusln S6p3 0 3l e (e olS12) (The Secret Place » -v
wrgin oS S5 Gl alndl SIS a5 les STy 5oe 25 b s LS amito 5 OLAs 5 6
Lo sos el el 03,8 O b Wl oy aSl a8 S 5L 1) gl s oSSl LS 435
L 5 Jel8 sy 1 Olisbes lasls 33151 b a8 bl 5l s s ol bl s 0Ll
Olislasls Laim 53 1y S5 KaS Klste 5 635 tl Ll 4K 68 5 (Lzws aL1,) sLPDA
o O 5 51 a5 1 AES 0T 5 sl bl 1y Laasls b oy OF asGilas b das plon!

g

Lo 1y s ey 5l S g S Cdlaal Lol ey LI 6 5 ogline 5o, VLT Blas
Slabo O anes Sel 3500 LOGIN JLY LY wsly 5l 81150 R ey o A
OF el S a5 sls 1y il ol g bl s ased Cowcly L gla sl 815 s dal g
o 5 Moly Gl dal s Lge |y (sl el gy cpl amr SO |y b ey el
S5 s and g LS (g, oS O Lads U1 5 e, 45 SLaS (sl S0 S,y S bl s gl

Jg)‘.)\:.a aL<.3

36



S Sl ) esl o, S 45K £

S oy 55K il S pal b (5o gy sl oSl s e (5l e Ol

Sl SIS 5 sl sl 5Sr oS G 5l JSe SUIS A Blobonil o Sy 5 L s
O Sy 035 ol Jlazl AL 28l 58 5o, i o S [ ob a4 ol iy ola o 4o
A 350 5o B dals SIS 1 el 5 B 5l s 5e LS 5 pld 5oy S 4 s 50e iy
Sl ol o s llisl gl e o 454 DalasT 5 Ll Ciliien g 31 elisid S CiiS
aSnal dile (6 i 5l eslinal Jlize iy il 2alS S o 555, 08 2SS oz 3 50
S by ol a diiloe 6005 O 3 5 edd Cd S IS 4 65 slaga ) 031 oL O n
bl 5 Gy Jolt oS 2V b (claas 3l wiSin 55 48 ol W5 ety ol OLE S L5

S i3 jey B e Ss G 1) (g iy S 550 e S U S eslinal Wile
ety s B ) 5 OIS Al 5 g0, 45 0L

538 & ilu= 5 S5 5 SorsS oy S 5 5ol s s sl sShlsY ol Jsb Bl )

S oslizal 5 I@HSO- + 05 o35 sl SIS

aaabs5ccc Qoo la oS HIS51 e oS 5L 5 (6 080 53 s e Ca) G S -Y

LSS oslizelY YFE0TIVAQL

jﬂ)hizj‘)ff%ﬁ)@‘)%-’ﬁ:ﬁwuﬁw‘éﬁ-’&w6})3@5‘56})%5@—’“

eSS sl Cilisie Sla s Lol 53 5 5 e DD 5 L eals plod 4 L s Sl

:@\ﬁ;o@@g;ﬂf}ugd\ﬁwu J e 2 Ll s 58 K 5o, calies sla 23

37



e 01501 Js (Success )ASle 63 S eslital (6 iS5 5 35 5o ) SO Sl )

SSECCUS)).:s
SSeCCUS953) L SSECCUS) £ 1)Mis S wilusl sde i i ol iy L 5 gl
(@HS /N & #O—+=) o LS sslizal 5555 50, 31 ol s 03 SHIE G 5l Blas aen—Y
dadee il 1y ey 0l e Ss Jlaasl ey 53 S5 O SO Blas eslinal-t

Gl o Mot iS eslinal dilos by o Lol @ a8 golael 5l e SIS 51 & glowm0

Gl 0l oslizal gl ) 5 € gl ¥ iis eslinal S3CUNLLY 4uls 51Security

cx! 5l security Sl e LS i oa Slsde SSLT, Gy e

(1S o5l S1€3c5u7r9i2t4y8
:mif.ﬁé:- ‘J Lb}bj 43}.(?: o-Y

S en azal )8 o ST Lol (S SUS (b 28 (6l ey e slas 05 S i
Sl Ol Jy cms lagey 5L 5wt 5 IS (g5, 1 Wleass S adisl 1 3, 05,5 Lot LT e
i S SIS 51 S 5 Oy 5 1 W gy S s a3l ST Laltiiin oalial 33551 blssy
K SKee Jgy S5y 555 olSws 31 a8 Sloy Jie s Oliz 38 03 S jaseie gl o) 4o s5ds o
OLESS Loy ased gls osls Sl ol 53 15 ad dalgst sl asey cpl a5l bl 4 diS Laas

A8 Ol cdaslos 55 e L a5 ol

38



o b S 3L T 058 Lo 53 page SEE W sy BLILSISS 4 age) 038 bg e )

b s or et oS dagdy e OF ST 1S sl ol ool &G Sl dilste e pasetie Olas S
Do Sopes 03 Llese b e |y la g 48 tege 4o 3l 5 S oslinal 03 8 L= (gl

|)L;ﬁ4}1%sf<54,<;i\o,¢@>&Au,sg*mq})wwu;;b&\ﬁﬁ;w)gq
Co ST Cdd pl A B L d e Dol S 058 Al 2l 1) e 2l 4 i b

Ladke a5 1y 09 glase; Ll ba o5 55 Lgle sl

e Olea i~ 3 YISHtrUCES ) Jlie gl pideas o5 b sl s e, Y
She J}‘ &Jﬁ-)‘.b.g)e)_j.j ;f)js QT&JJP- U'.’.)"IJ &9‘9\)0.,\.:4 4.':...::‘5., 4.'1‘5)“56@‘ SeCUI’Ity
AL e G sl Sl s aslizad o35 sla SIS 5SS day g sel sy W 0l

Sl 0l 4zl ¢ QU3 5 IS 0L 4 Lk Y= by 6l sls
:OSAA 6‘.@1’- 6‘)

LS (503 p008Sed 5 G3l raal Sl Sl mlane 53 55 15 (S e, gla e B
Sledst s Ldlaed Oledl LB (558 L;LQJ»JLSJM@.Q}:L?:{\);GJQ\ 03,5 ol Ol o8 ey S
Jf‘jMJCAﬂLi‘) (6 wy‘fdujﬁ)wﬁg))‘bjayf LSL&L‘BASM“‘)‘;)LIB;U\P‘L@LSJA»

39



STl S b Ll xS all Jy 5,50 bl w0 Olse 5 ol e Passphrases
Sl 43 it 1S Olgey Passphrases sl e dal e Ll 13808 slal 3l p

.J\_,:'.s oslaal BaD)

ool S Manedsyslos b aien Lok 45 dizea (¢l e i Y 5an0 La Passphrases
Passphrases ol il ax S o5y sla S5 Cog > 5 sldel 51 oS 5L 5 M 3,0 o
G 3l e Sl o b 555 5L Ol (LS is)KeyLogger G 5l estizad Ll L
35 el 1 Wl esler (e J 53,

Gl ausn s 4 e 4ol 3 b s (510808 lade sdn s s BiOmectrics
Lol 5 55ke DL 4 bzl ol 55 Sl A 5 dis (lw e3ly 4l Jol e 55 dboss o
Vo] 5 sls deal st i (0iSin S 3l o3litul & Slme | Olas gt Lo &S 1, L35, BiOMectrics

e sy 6 s ortes b 955 el hadus s Ol gl | ,Biomectrics 59 dal o744 0LEEs

L 25 sl e Jols Wl 5 BiOMECTriCS ol

SRS 5 S liS s el o a8l Sl Mo ekl el Sl gleatn
-)D- Cewd
PKI(Public Key Infrastructure)

LUl oa b aS das 1) UL5 cnl bass e 5 01 0l8 a0l pasee LIS sla sl L)PKI 1l 55
Jola a5 S asiie Jhoms Sole bu g 1) 5 Cosa ges S oLl | s taanils

40



3,80 513 e s 55 AS Wslee (6 s Lasd L1y b esls dalgses &S WS, Gl e ges LIS
r&.ﬁmu}wPKl w\cw@ﬁua“migbjﬁdb;)bd\fuﬁj)wwmwj

Dgde @ly Ak Al lays e b s izl e el la 4l 5 b 5 bLS |

C.’,-w‘ OJ).."}A) eJu.L.»‘c)_jJ)L:M.\.g Mﬁ)\f}g&&uu Lg‘f L)':'-j) L)'L): J}‘M 4_<.A.i‘ J‘}}jL’
Shoslinad 5355 g, eis Jlm L5 bl (5 ol s, opl i 4 st b Olojlu 5 Ol 1S Ll
V.A)Jﬁ.)\.ﬁ‘jﬁ- bugn 3 Ko S sles i St el S p 3 dfwé)‘blgﬁm;{‘)éuxﬂ
b S el 13 Sl ol s e s BIOMECHNCS Caliss glatie 3 eslinal o

aeals W‘ Lo 6‘/.3 dl:-ob -y

Cia ol Lo gl plassld e SUS L 5 a0 5l baazdsige, 45 5l sy 2, U

Qg:,.w‘ u.»)g:,.wb DL

B 3 rl by les s soss GO e, Glie Lol san L (gla sl 5l 0L
S Glapliy LS50, 512 (COlOSSUS ) pss Sler S 3 msiali 2 BB sl 5 5alS
Lol o355 Bolal wa Ol

Clae cpl gl &S ISSG tlaplay 53 o gasie Slaga, 5l esliiul (las 4 K 50,
w3l 5 dsb axa o 0Kl ol Slalowe b (a2l ) LaS 50, 1S 05 508 @ Ok
IS8 basay 31 (ol Sl aSOT 355 L o pdal i S Leme o A3l 5t (asliad)
23 bagey saer ol o Lol B S5ls (5 5 Oley G bt p 4 O s

S o8 S 2

41



c..ﬁ,aj., o)l.’w‘ P cBeCprt )\jﬁ‘ff w‘ QSJ.& L;)‘jl..ﬁ L).:,Du J\.&)‘ JJJA cw)b )JL’f
Sosbl el Ol es 4 a5 Ol SO 05 oy 213 3 gmm s Iimme (IS e ol Fisy 93 S das s

.JJ‘J\.; L;‘.L;: Cﬁﬂ.l.;éd)u.:ﬂb L;)KJ}AJJJJ;&ﬁ?)J
U 1 S e sl s e enlinad ledbl SLiS ey 5 (6,108 505 (6l 0 5t (sadl 5 G5l (e
LSOJ:’_:L:\:’: J.LLMAJ.: L;J.A.ALSJLi) LSLQV"N:’.)}Q‘ ‘wlﬂ:}f) éu@gwmw a8 kS)) u:,..’.‘j.‘)‘

Al Sl ey pl Sl

-r\.&.«-m.;.’J}JJGM@J}W&&&))J‘OQW‘L&anw‘isrf‘.b%bﬁjﬁ)‘y
LSO)?)J#&&L‘#CJ)L@AML@JM&W@‘M6@\6})\;&&@‘@@%&
;dbwéuojjfcu&bédbutli&MQM)‘}JJ)\LSJ;FLS\J;&LW‘M)L:’ QL.‘:‘""'.")

Al adls @\jﬁ&b&%y)jwy}a) Llin L;Lar.q)jiﬂjl oslaial gl L

woazdy opl glas Ikl Voo gans Jaulsl 53 Oode (gla 5 sanslS 5 5b b s Slislons ol (et

Sl e, SIADES ) Gledibl (66 505 3oll 4 il 5 o Lassllenl sl 51as (b ome 154
sel&ns 5 DES S acSL Oles OF 53 oS o )Lal (S o oslizul C 01 Usb 4 el 5
kol gl obaw GLWDES (5l 5 cuis 2l 5l b Ll ctis S e oslinal s Josos 48555
e s S e | 21 DES o) S Sleslisal L5 L an | bt Sledbl pbaw LDES (s $

42



o238 3 Jlsw 25 2baw GLDES el gosd Av gams #lsl 55" 1l S e
5 Sl oddslg hn Yoo ) Jle s (W80 e 505 200Ll) AES o6 s 505 2
el IS g S el S s o o 5

S 5o L et 505 pla 0l 1S Al o STl ol J53 BB g5 Ol (o 5350
a3l S Ll 3 Wl n Sy 3 5550 58 plig 0l 45 AeS e Jol Oliebl €S e S
55 D b S SR e (gek 1S s s3Il Dol b SR Lol S e e S0
Lol oslt Ol olaS e, 5 5l gl o 1y ol oyl s Laply (S5 st Ol 555 ol 3L
o os MIS) ULl (60 505 im tos3 s oS Sl Ll 5 el 03,525 Clbes 5513 (¢l
P30 1S g o3l LS 55 5l GLAS ey e ses LIS s e OLES 1) 555 slac LB (LS 5
LS e, Ko s b o505 sl iy K seslinal Spso 3 L polal iy 5 e ses
S o oslinad B oS 8 s S 5l o B oS b w0l el sils wa8 A S S aS s
LS 505 Sl el e (050, SLAG bl S5l OUSLIS aod 5L 53 s i 30, LIS
EEE R ] et S P CO \,ohx,;%émsw\WW\@swﬂswuﬁ ol
oslizal 335 0, S 5 38 s Jed Sl s oS s sl s 4 L RSA il iy e

&S o

Soao 3 elgen D5l e size, IS S 0 RSA T W g oo e i ey LS S
M‘)jij\cabﬁo.ﬁw.w‘Q)@J})J‘é)&f)d‘f@\J[Sw‘fucﬁ@&w}@ﬂd)mab

43



LOJ‘ )‘ C/...w‘ Jg,;ﬂ)l...w.’ RSA L};szjn) ‘LS)&J‘J L;LQ‘LQ‘J.: LQQJwSJ\.J‘}.: &LSJ-«;! )J Lg))L.e L},;?u
LIS Olge 4 o opl 518 0 58 g VO l:_«Sc,M\LgMLgJKJJuJ@mcRSA r-:i))i”

g g oslaul Lo 5 g Lgu&é_lj 55 Ol Lg)lfjj-.o)

B Loses S Sloslisel LA oS 8 S1aS o o 1 ol IS 55 ol cpl Sl esliza bl
) S gl ol ad s e LS Iyl B e sl 1 0T 5 S8 (0S5, | el 5
Ol b 51 a0l Aad 5 il Ol 53 o (a2s L ol o Sas el o3l 3 A S 5 1 4l
S S cpl oSl pled (sl 3 SLL Jliass sladl iL B oS 1 05 5 S play ol

S o Ll [ 5550 Jlol slagliy 5 Laal 5 sl 3l

S h opl B e a8 e b Sl gLl s o S Sl LA S 8
QS 85 )8 4 b s LS o (5L 50 Ol p-”%)j-@ S el LTy s i) e el
e b lalome 2, S S Sl ool LA S8 LS e e, L a2l B eses
LIS L1 e oy (nl e S (o ) Slel 51 jee (gl o3 B ol S e 12 e Ok play

Sys o Jl,l B C,Sfi@}g;wj,ijt;d}f); LS e S\ e 55 ol

A r&.ﬁ.&%—vﬁjd)u:x LSQ‘JJ@%}ULS‘J%-’)"‘L;"W‘%K)‘B eSS andS b
)J..,\.ZSL;G oJW‘;ﬁ{fJLSeﬁUJ&LSJA)LS\jA &N&)‘BM&&})A )J..AJS@@JL&IM‘
.JJ_gdoJlSst.gu_iLifj.Utg\ﬁ eM:QdoﬂJJJ}ud\ﬁAdwm\ 5)}&&)){3\&@)\88\}

L)'»’~|J§'3~J s wﬁj}n@\yw}»‘wdjkﬁjwhﬁ JQMJJQ‘&.}J‘AL;L”’)‘

44



o;JSu_iLifJu)\) QTA w}o&.,\.JSLB ‘ﬁ‘)‘w‘bv\.\;’ JLM:)\A ub-)\cbj)jbm‘r[*ﬂiw|4s

adl 3501 Sl L SHA-L (e el 315180 (gams Lol 3 Ll el 3 1S Laps

L3 3 ped g 231050 G plad ) S S CnSs oS ol andls a5 L 4l
JS 85 1S e rsheS adsa SIS S L5 (65505 5 Slided I e ol (IS
Gl o 55 Lasl ol 5l (ol it Alol 5 ites gl 0,8 o 13 e 25 20 Ko Sas
Stbor G 5l s GO a5 S80S Jgare b 4 Al ool G0 ol gls U3 edile L (o

V\JL.»)L;O Jbﬁ‘ CW‘M\) WYL;LM\SA))W)J;\)M\);- st &)}S

S L ool e Jle (gl el soas, 93 O L on Sy gLES e, e ges LIS
ks edae OT Sl sl 3l 2 s eslizal o 51 (6 S gl 5 polamtl 5 s gee glallS
LS (sl 3) LS pl s J 28 5 Cupde ol 2 (VEMSIGN wile) e auls gladle sl
s baeS s gladdS gl | easeine glacadle laglojle opl .ol s sloul (PKID) s 5ee
sl el sk Slniy oS 0 Wb oS i & Sl e OSCis s @ addl LS s

L S oslezel g, w\@@)@}ﬁ:ﬂéo\%—ﬁ)\jﬁ) sl 3l el

313 PKI gaxew 5 0l 3 Jl 0 50 595 o s sldlae oo 4 3l Ol RIS S e

45



L 1S o ol " oS Sl 2 YOT Sl e L3 0T 53 s gt (YOI Sl 4 ksl
Jle 53 PKI STl .v.p)ﬂ s 4 PKI s ol Cuds o ks S50 @M@AQ)J\{ C’é\)ﬁ

".Jﬁ C))L&'A LQM‘UAK.G 39 ol Jl};}“ Yer

s 1, PKI Sheslinul &S s ges gal opl bojsle ol L5 asle PKI (oS
Secure Sockets Lile o ges IS w0 by e g5k 5 e (Ll e K O ASh as
8 ST sl cpl das el 3 e see Ll s |, Transport Layer Security , Layer

s S gt 4 3L Ol cpl Sl gl e g gl a0l s 1y el S50 40 bs s

35 2 G ds By 5050 (ol 53 LS e (LSS el Shs 3o Ll Hslis 5oL 5

C,...v.y J.AT)[S} Jj.@.i.a QK.L.S&JWLS‘J.’ PKI Mb)@)}ﬂjéﬁwoj;

S aa ol a Ll o S 12" gadlas 4 b ol 550 1) Cllas ol a5 (ol 3
S 3305 5 o las pl oy Wl ol Kl A u W Gand 5 "TAESS S e dal gt e
J::JJM‘\J.}.U)LU By Lgl.a(ab'»ﬁ Lg)fi}gjwug\ﬂ aabs 4 Q]&M.s\}\)’\é)l.:w{

K S Sl ol 3 s Gl 3 OB S ES LS 5l ol (Soe

Job gl 505 gagee IS 13l 5 Sl PGP 5105051 s o8 auses
Goloms gz SMSe |5 il 3WIG 1 PGP s Sl s S e eslinad 44Y Jlu 53 e eu
S Je ol 5 g wilIS e iy Malazsl b asl s st 05,8 4 L1 PRI sl S5
Aeb L ol Slaalds 0S5 (sbr 4 038 Laal L 4 alazel 3,50 53l a1 355 sl sl 2l S

46



ol Bt S s ol el OV s ools 13 el VLI s b 5 5 3 1y e ee 3 PGP
wle otz VLI el OY s 45 Sy i ol B dless S o S s 1) el J 280 5,
3 ol 2 el 3550 0n 5y GO 05 5 ez S SIs gl s S (55 saslil
0 Ol LUls 5 base, 5l acd s aBT s J 8 5l asdS ol o g oS 2
S OB ot 5l e 5 OB s o e 4 ) SVslns (pl (55 0 st (o LES 5,

.MJ&W&J"' JL.»)J C)L?L::DJ CJ).,\.;

O’l| 3,40 Q'l‘)’ J“”‘ Q.:J_g\“ ._L'a\su,c u.ob'h.i\ P 2> Viﬁ)sﬁngﬂeu L;,ab'- .E_ﬂffujb
55 01 S O 3 1y s Ol ssle 55 55 50 el Wl 55 o Ol &y gom 5 LaS 5 45 ol
”.C,.w‘ )L’>;A &L:.S/f) C))j.«.a L').l“/.....(.‘»‘)} Las )‘J:’ LQQI )l.:’b-\

55 Sledbl 5l gl S ey cpl s e e s 1 el e LS Steganography
&G&é@jm 33 word Jil.é Sy S dls sl 3 gs oo Olgy ﬁ; Lgdjf S&ent e
.Jpeg

S 5 s Cl el as e b cais LB el K olse o Steganography”

" u\i.};& v.?LQULb‘ Cf 4 JL;) J.c;‘.)u J\iL: bass ol sl C)LS\ ;A.Uaa L)'i‘ umg.t« oUJS

47



Q‘f.nx."‘uﬂﬁ.ﬁ))&}‘)4445@‘0@)&jM)J‘d\kk}f@&)&f)H&d})ﬂ‘
&i‘)o& 6..2\)L;\J.go\SJ_})bJﬁjésgjojwﬁbjoju:ﬁéuv%)jﬁl ..sjzfd‘._})\jé 03 2uS

At paeid LB T O pde gl Lol 31 (olas 5 A8 o CuliS 550, 5 50, Oils b

DL 3 Gees oS PKI el 3 Shas ol B s Q).SA..:QU%-V.A s s plsgs b

48



S 53 LSJ&}‘J:fJ"“ e

49



Sed 3 el 3wl 4l gl o eV Y

duled o oalh L Olesle S s SleMbl s e sl eV Sl (5 seelS sl oS
S oSaiar ol ¢ (85 malS gla 4 3 ol sie (DDbI (G5 5SS S 5 A Sl se
53 dg;ﬁ\éuWJy\péuu,uawsé>\;\>\mﬁ°;j)ij;)\; PR
53 el Jame Kol b el 5o Slalgiiy clie (pl pa a0 S e el AL e aies
c33 8 e alyl Al

ool Lol Y-Y

Lo g Gl 0 &S Cnl 3158 5 (Gl assamme  Jetin e ) adlel (sl Clw S
Al gl OF 4 s cales sl alaas SLedbl gl ala b 5 Olejla (550585 G oSl 3l
S Ol e ¢ OLl8 plad b adaly 5o ol 6 Sl sl b (o0 ¢ el Glal G ) slatas
2l Gl anS 2 astL " Lges Jais)se Slaal 53 Jleel Olosle Slles O s
R N

dosm s el Llie s esle eslial ¢ eld @l el blie o3 e 4 e gl s "
"ol Osls cs S Sy Rlie 55 (g5l e

Shkes Olpde 5 s Olpte OIS 4 oY AT 03l ¢ el Gl S Sa e
Sl ale o 5 (5555 Sl Silio 5 L shaas ¢ oY lpeas 5 SUGI L alaly s Oljle S

50



e G 5 S Sy Slp Jsol B Sl Gl G Sl S 51l s
A s el el Gl SO cl b b 5l Cand ke e dSD 5 (65 5lS sla
Al el JL 1 Olesle G0 a5 se Jr  pled Lolem 5 ol cely
Pl il Shs bl o sl cal SO
sms e Gl as i gadate la (i) SUSG 0T Lhes il ey OISl e
LAl azdls
i 403l 53 mpde Sl Ly el glaslpl e 5 OF oyl Ol @
U PSSV CIINUN ViG] CON EE S B R
peFia BlE O Slhes Ol pde 50 4SS Ol pde < OLlS G e o3 gdme @
558
S LSS sl D 1 Sl soglie mbe b BL 6130 bl Ol il 5l e e
(o2ls (258 55 o5l 50
ool gl Sl )AL WSl Dl Loyt ke oY Cillasil glyls e
(L35 o A ol Ol 3l 55U (gl 4ged ol
Sl p By 5 b wend 1 (63 )8 slo by 5 Jolo (5la ¥V
S0 s sla sl s Jole gla ans TR O G P | L ICTP PP
e 5 Il ) s o a g ¢ oS s ) A 53 s se Sl S selS el
5035 P el o 93,08 le il 5 lole sls e 358 ealital (el jandl Gl

33 8 oslizal (hotfixes patches , service pack , ) ilw oK 35 5o DU A Sl el pan

51



Oisbrie sl oY el € il conl (sl el 4y Sl (5 i Sl iy o Ll ol s
AL axdls sy doled e el B 1, Sl

bl sy Ju sendmail 5 11S ,Outlook , Internet Explorer , BIND @ sls 4l .
b ol Bl 5l olbil o Sledbl Ol . 15,8 13 i 4 55 35 Sl o0 o o]
LAl 65 S eslial 345 la anal gt gl B gls asl

34 g0 S Sl Y

selP Cn Glealis plas 5l ad ol 3V ¢ il pt Jlatty 5 g3l esly slate
s elekd caal (25 Sy Do a8 s il 5l BT s S e e sl e il
odds s b s SMS Lo g 55 i O IS Wb, " Y ) il 552 ol ceal glls
S5 28 S s 3Gl S jgd (335 o Sy e sbe o033 SQL
55 dalst Jlpen cdbge Plas LasiiS 5 hles @lp 1 awe) XEl o el al s e

Sl 43 3990 S g 5 TCPIUDP 08 uas g 0¥

35 S amalS 8 Gay g3 se Gl eos e ol e «Ks 5> TCPIUDP o8 ias s, slas
2 G e 5 OB LS g Ol Sy m 55 s 8 it 5 SLulid Gl o ¢ S
oy gn 033 eSS (65,0 OUT 3p s 4S BN g glp . L3S b b (55,0
|y Slhes UKl dil o a3l OUT Slods 0 a8 33,5 Sls 5 suelS @ 5 505me OUT &0 lizws
OB (615 1 0 a3 B b b« il o (2o (Sl el (ghils 5 oalinal OUT 51 oy oS

&b Lo Sample) ) $sas glbe b, (355 pao s 38 Ll Sl Ol sl w3

52



Sl Wil s 153l p 5 5 slp Y e oS Sl i) 5 Gl ot S35 il

L3S el (W35 e W5 6l e 5 Y paes OUT Sl eslinal L

2580 =Y

ol el ot g badaly s ol il Sl S e lpen s pe ey i
Gls dasiin (oL s S (olssl a3 93 a8 3y e A sseme 5 Agate Sl (0 010
@Sk Ol e 5 20y e oy e ACCOUNE POLICY Sy s 1 e Sla ot 3 558 505
2 e Sy ol Bl L el 5 a8 L o 5oy actS 4 b e sle by el 8
38 B Sl 5 AB W

Ll e awey opl 3 Sls 455 Crack 5 LOphterack ¢ Ripper john the sts 4G
osls Slastl 1SS e 3 s pdlel Sl ¢l e iy pas s OUT e e oS SIS«
i Gl asl p aSol a5 b (0,8 el Cslite S sem Sl (0 (B Sldas ) 54
0 s IS Gl oy 28 panes ol dal polantls g | el Sl sl Ol s e,
B i il ol sl 53 a5 s ot Sy b (s 53 Sledbl SSLSAM )
Gl o JalS G o0 Bsp Slles plnil Las 3 ol 3 Cns e laga, o p 4
et 4 S b D ey 3131 4| K ) gy dal g sl BB S gl eel oy S
(gl Iy ol

038 ealgin pislae e pen i sl p

CASL i b oseasles e gy Jgb JElu e

355 oslizal Underline 5 ol gla SIS olisl (S8 Gy > 5l e 50,50 o

53



033,55 eslizal (6 iS5 s g0 SladS I e
s ol s Gunos b v ) i Sl bl 3¢ jae sla ey o
oA gl esls

e dil o3 gad 25 252 Gl 1y (o JB s el e lase, 8 S e
(535 plowilole G Glas folsh 53 5 oslite ) sy B g5 Slkas ). 55 esls ST Ll
ol i b T e a5 Sl el sl pae
LWl aS s wbse ot il Cpmolr s 5 selS sl el e SV el s
Sl g Conlo 4 (gl ar g 68l (s ey pla s F el 2l Ll e b
Public key  (PKI Sl 53 Gy 33,50 el Ol Ly aaly edias
o O il Sl g pde g 3 AL ke Ll e wie) cnl s CiNfrastructure
el |y SOl Olyslrie 51 (5 Lo 5 0l oaliaal (glad b L alasly 53 o3 (sla bl o
Loled oyl (S8 aly G ek Sl e ge O (6 A s s ol (el S MO 15
jdu‘%uuMohwdu,\@;ﬁys|,6|uuﬁgj§gj,ﬁ\¢gWQﬁﬁ.
2338 eslinal (s SUl sla ol il ke OULIOOK Lo (ol asl 2 5l o) san .+ dslais sl >l b
Slgmn 5 s o Sl b Gl OISl sl o 5 sl o o3 sudoms 4l SO 53 G b sl
33,8 b b Gabal sl W
S5 N g (ileds 3l F g 53 g gdoue loml VY
Olesles G 53 050555 Doy ey ¢ dapand Sla LU plgil 51 (b5 oldad a0 5 w35 s 00
Jd b le LB g cnl 558 oanlgiin o o pee slodS gl 51 (6 oSty ) shites 3510 5 5 5

a plBl YooY s Sl eslizad L aSls ol e eslizal OUtlOOK 31 as Sla Olejle . s S

54



oslital ab gy o sl PAtCh 5l ols s OUtlOOK  (sls aseis Lo (gl ) L doled Ll 05503 SO

(a5

13, S SN Oy ey s la LB

Dy SHL T Ol e oS s LG s

bas .hta .msp .url .bat .inf .mst .vb
.chm Ins pif .vbe
.cmd .isp .pl .vbs .com .js .reg .ws .cpl .jse
.ScCr \WSC .crt

Ink .sct .wsf .exe .msi .shs .wsh

V=Y J s

L" S s S G Loyl LU 3l &0 08 Cadd 4 Ol8 0 ys b Sy sm 02
C 3505 SO LT 53 1 s b (gl ol Ol Ol gtae ¢ bl (s sl 53 1l jolis 595 4 a5
¢ ol sl gl sl Lo O L aS 358 s ACCESS wali o by ol 53 x5y jeges
Sl e Ol el glas SLe Llas s 51 bl S gl

Shel o feS psgte 4 skl AT

28 3,8 el il et S 3l 03l il 5 gmn O & Sl BBlas ol
plowil ) shiey oY Slilael 5 G sl " b el o DL 6 ol sl ge Jol
el s 53ty L (AL e ol e ol o DLl Al 5 J) Ldl db g e sla)lS
Sl 8 aSispe 55 Ll e GRS (s S e el O b 5 &S e iS5 b
A dal g i oo (5 S gl s Sl (6 ol A3 g i Skl 5 G s

:Jsjfwswﬁ Ol )8 G olansl gl s 55l se

55



Cdal Bl el o S Ol de 4 by e ACCOUNT Slass @

Sy Sl ply Ol Sl 050555 la e plal shaias Casly o ¢ aSA Ol pks o
oslizlc AAMINISLIAtOr ol sy aSis w3555 blis 53 0,055, ACCOUNT K510 o5 xSl
CAl

Sl o0 Lyl 530358 é%;&)mﬁ'ﬁ&w% &be sl rfy SLjgme o
¢ ol SOl Ol sloze e3lital 3550 05l e 4 La el 31 S S (i gl
- w2l 1 Sl Ol5sbate sl p milio Lol b s sl g5 cnl . il azils 3

s o DL e b 6l S 5 el

Sl Ol slxie 4 55 5590 s sl

explorer.exe, regedit.exe, poledit.exe,

taskman.exe, at.exe,
cacls.exe,cmd.exe, finger.exe, ftp.exe,
nbstat.exe, net.exe,

netl.exe,netsh.exe, rcp.exe, regedt32.exe,
regini.exe,

regsvr32.exe,rexec.exe, rsh.exe, runas.exe,
runonce.exe,

svrmgr.exe,sysedit.exe, telnet.exe, tftp.exe,
tracert.exe,

usrmgr.exe,wscript.exe,xcopy.exe

Y-y Jj.k}-

56



Gl 03 Rl e s ekias g Sl asli e 5 e Skl Bl 5 S5, e
| Skeel J3las 45 @CCOUNT G oo 5 s aslp 5 s s e gsiiadl o= sl o Ll
VTGO SR
b 4ol 5 (6 e 4-Y
o S Bl o (glen xS Geee sl bl Gl cedian s e s aal p LS
Sieoe 03303 Jlad L Al a3ls sla ol sy 2 b5 S S IS = 03 5a3 JLis Jal Wl 5
2 el o Sl aal e S e sl 4 pliws J RS 5 edias e sl sl (sl
~°>J§d‘r~“|fé bl 5l cbli sy wle kil s s S &l LS Js
St Rl Ve
S s Sl ok a3 51 sla B ls et sla Sl el o35 4l
Do e 51 Gb e L 3L o abg e bele e 1 25 Ol Telnet , FTP,WEB
FTP Bound g 4 gla Sl Sl ealizal Ol . 3 S ks 15 ealizul 350 ¢
L 02b o o e il el ey Oy e sl s, Lo Telnet o servers
03503 S Jly b/ Sg) ensdomn 53 1) Sl 6la Syg Comlio L il odoms 538 505 G &
N PG | PY =3 P VS BT JU R PSS SR S pde Dope 3
Protocol) Simple Network Management(SNMP 5, , \V-Y
pled S ke 5 odaline ) slias 4t Ol pie Jav 5 (gl 03 208 alide )3 «SNMP IG5,
o il (50 Sy gipm  wddd s oS s ) 402 53 5 50 Sl S seslS

dbjbw%‘.w&b)lﬂmx‘e.)\mfjja&wi‘)))‘ ‘Q‘JJ)LS‘)LM&\JQ{UJJM cSNMPJJ;

57



OBT (Bl i 5+ dnles ealizal 3555 5 g Cldal g 53 Bgb Cins dhais | il 5 o ¢ Sledbl
S 030 Jlad o OBGl o 5035 4SS 53 3 g g0 ol L adals D3 (o e SNl Jl 4 36
Jsbrie G ST 03 Sl gy b e G S e L s 0 el ) et
S ltle @ by e Syl les S 4 S, SNMP &gt;@j@},m;u@uw
o@m;w),w.g,sgmj}JAKT}:;‘GTMMMLSL@AK@ULAWJNJYJA
53 LS Wb e e uil o5 0BT s a4 o0 S L 55 lS 8 sy 2 3sm e SNMP
Skl i s plaws O casl o b 5,0 SNMP 5l eslanal s 0 4555 50
s n3 o3y 3l o3Liad 3Ll s 5 5ealS 51 Sl sl a0 MUy Ol Sy 3 3 4 S s
.>>J§;Lb.o\ SNMP

aSd sl S VY=Y

S 5 5ol ool el oS a1 (31 o s el o Sl S slS sl &S O ke
Sla et 5 U sl b5y b g g QRS s OB LS s o) 655 53 357 5
oS 5 bl i 88 a dlesl 3 o el Sl cd dsled (0 e lie yasls

58



osls dols el 5 (5, 50, 1l Jod

59



PRV

= i Bl 55 o part Db Cblis gl e G Olse sl s Sl LK 5
SC bl Gl A6 dle b 4 cal andls 3y s bl 5 Canliw 5 Sjlnd s Sl 8 sla
e 2 il s LB agd Clys eds kw81 e S gl d S 4 Oley o8 53 G e ply
w515 LG e G5l oy 0 505 et O 53Ol p )l 0l oy 5 015
LS sy aile e DDl Ll (6l as s s G Olgie 4y w3l 55 5 ol ol Jits e S
q%y@&}wrﬁa%.;ﬁ&wu s oylsale 5 5 Sbe e dls iles ool 8o sla J
il pey Gl e sl sb 4 a8 Gl 6 4 sl 0l il o sl Odel 55 5
f,w;uuig\.wmﬁ«@\»MLAW@;@\ Dged o op S Dyme . Ll edd S
b oy bl sl psn Sler S O3 53 30 oy 45 el 030 (gl oS S5 1S 0S5 IS
S S el BE plea poly Gk sl Ol

S35 5 so s IS L 505 b Ol 50y Sioe 53 4 sdes sb 4 oS (K 50,
S G BLL Ssbml Gl S e 3 S e s eges IS L K5, b Ol
o Ly e sa Sl 5 (Sl 4 bg e Eomlin (5 5l s a0 5 S b Slgotonn ok

il OU g 4 yeie Sles b

o3 IS 55, e oy K V-t
w olislas 5 ol8 5 g5l a;L:ijf\Jlauﬁljig-‘sﬁw Cydwﬁy%}wéuy)
nglfj).ajsjﬁhpL@J'T)\&)A);AS.Jdﬁ@ML§|JL§>L§LA}»)jL5\ML§LA)Ud;ﬁ

L:4?5}\bU)‘&bbg“béMbwoxﬁfjoMﬁd}j)w@&jbbW&Q)}w4u

60



Aol WS ediu b I | S OF e a5 (6l 655 w0 S 3Bl o et US55, [SOUS
03 J{QQMJTQL;\W‘«{J_}\):{)\SM)@R oS G bwglS o, ml,..mi el
e JUEEIS SR el el A ST o S Sl ply slsme LIm A il iy Il e

Aled Sl sy Lk

MWW.LASJE é)‘ff)ﬁ)ﬂ‘@jmbm|JJJJUJAJASoMMJ.B )).b.mwmm
)A)v.;’::‘)jij\l.g.J\..:‘)SL;aobjsuli)bbomj'ﬁ)o:ﬁASﬂJom@Q)J)J&JiMeM}A)JA

sl dlis slagw, Y-¢
Wd\ﬁb.L:lsu)om.g,sﬁ9>u@¢ﬁxy;§ié\duséuwf\yﬁ

o U ey o8 51 358 O 3 LS axdy W e Ll gz W g ‘;,.ﬂéebj.s.s)bkg\du%u)

DAL 5 e el aw Shils Ll el WS anl ;A g

M:,J@,\rgikjjigpuupgf)ﬁggbg%mm@js.@smpﬁﬂ. -

CAal asls gL,8 5
AL 05 S A BB ol 4l We Sldol a2 s Y
SRSl e e BB e L s gl T

L 5 a(n-1)....... a(1) ca(0) s cwn s W il i 2Ll s

A2l o San b AL Y 1 riy Jlarsl L dos > A(NHL) im ol ML Sy i G Sl

61



Sl IS o8 55 plonil 15 (5,5 s ) Olsien Jgeols Lon 2 L ool ol ol alens Jl

3 on HB Jsal JS b C ol o S BB e S ) W Sl s 2
Sl Slediss 0SB gls 3 a8 Siles | s Wie el Bl ods @l 63,008
LSl o = b Gl Jdos 55 Jlie S35 ol el slgni ol laddS a5 s
S F o aalsl ps 5l el oy os 4 (5wl ale g a4 s lis QUG S el 4 4 5

b o bl el sla o A5 sleds)

Alis S aSl gl 58 o e O 05 3lal tilen s K O o i BB L8
SLIs s 0353 0508 o a5 poman 5 A3l S B 4 L OF 55 5 AL sl
bl 4 gl G A S Sk Ao b 4 el o all eSS (S - U s
o JEl sla Sl Gasiie jsb a b G cpl s el el a3l 2 a0 ke a0 sla dloss

Ll el wjf)ls‘ul.a,dj.au:&-b LS‘)"

(LCG) s cigor o) so¥-Y-¢

Spin 4 S o Xj=aXptbh ol iS50 Ly, sl slas s sliel W5 gl Jas opl o

B a8 1 e oSe S st ) e el (Mba@) 56 an bl .

sl S bl ST tilee W ates Xo 4Kl @ a5 s S eslizal Ol s JIS Ol e
WG[J}JJC“aw;U&‘@LJ&T;A@\JNA\?JLSJU{SQJ}.;@XJ‘ ol gslael Wyl

Sl LCG Lo g ol W55 gla lis oS 3l OLES (g0 Al ods ol =5 > 55 [0,m-1]

62



Sleday b Olse Uil SVsb ol askes by Ll js L C’é\)):.xwwléjt_{;}w#

Cages solesb ha s bosm sl al b

(FSR) 0% L JUsl gla L3 ¥-Y-£

0 o @b S OB BN Sl e Ul Sl S L et (g ey s &S S
Gl 3l S e Al Sla () wles L e a5 e mb L Sl ol 1SS

s Gl $8 .48 »ol o a(t-n) ca(t-n-1) ... ca(t-1) wlea Wl od W5 |3 5l &S

S Jes 5 Dopsee 4 aS Al S 5
a(t-n+1))® a(t-.......... a(t-2),a(t) =g( a(t-1)

n)
wJu;;wp:@xymg(w\ﬂ\&u@Xorﬁw&@w\uﬁgGuu@\@w

s5d ookl (NLFSR) Lo 2 555 Jlisl L3 L (LFSR) s 5>

O o Sl Sl s gl 0 ] e sl 4 FSR S s 0l WS 5 Alis 5
Ay N G FSR G hau s oS dlis sy S US55k 5 cils dal s S

.2"1
C 3 dal g ¢ gie

63



(NLFSR) B e s e JE s OLS E-Y-E

LSS SV 5 Ll S S gls ot x Jols Wlse b FSR 51 e 46,8 S o S

Gl s 5l o Wy 27 ss Shs U gl dlis oS gl ds e 0 Jlasl ol o b

20T S 0Tl e N S sla 3 sl Sl r € 5

el Kea Sl
Ghls Lsiee wtle o 2 Jlsl gla ol 5l as s s ol bl ansloe JT el sl s sl
a e s cpl e A5 e - At s b (Slgat s S a5 (53l ooy sl OIS
BlF pedd W5 pole n (Shad ol Sl S s - 05 (0 Do e

C ke sl b s cpl o (sl pelin (sl ISl

(LFSR) o g my JUSl gla LS 0-Y—5

Syg0 03 S ik Db s VLSI sletulosl o o 28 gladS sl s oo n LS ol
s Wl aa L e sl ad glalpe ltle s el e aber Sl Al es g eslina
R T B S TSy

a(t)=cla(t-1)®c2a(t-2) ® ............. ® c(n-1) a(t-n-1) @ a(t-n)

ciel0,1]

L glee 03l DL 55 55 e ) e L L

X (n-1) + X(n) f(n) =1+ clx + cZXZ + ... *+ C(n-1)

64



w2l axals LFSR S5l s allis 610 15 271 (S s ST oSl sl IS 5 b o

D27 ol 5l N s ol (sl (s alor dior 3l L 3L sl 1 o 0T 52 g ) o i

S sS sl 5 Cate o slel slias & 3L o sl 1 SLLs @ (n) &S T e ety =1)/n

dade QLS 1 N sae

S oopdh pekdogy SUeLbdls pldlal o8 wlswars b o
i gl Was Slaogast pl ol 3 bl T o5z w0 e s opl 3 osllas (g bl ol s
o slalp e gla i, bl se 658 ol s Jlisl gl Sl 5l es 28 eslinad Cle s bl
o Sy oo Sl 5o 1 L S ol 51 sl o 0k 2 b ol s s s 51

. Jv.s L5'° J&.ﬁ.n)te:-b L;‘?bu
olre 5 blgee gl dlis glase, glas p)lS \-Y—¢

Qu&&@T)‘jMLw&&&L&LFSR LSL."?"‘J'.’LS-’)—.’)ELS‘ Jls LSL"’}‘)J &l
by MEXOM (6 L5 A3l o Sod (g G bl sl o Sl sl T 15 s JUas

035 WG ¢l Ll 5 as gl s glasey 4t 53 5 LFSR &8 IS U= e 33 Ll
L (b sl 5 ST sl abaorir 1381 05 sla oo (g @315 3w Sl L3310 5 s L

.J)ﬂv.a\).égw:\

65



3 Am e X355 ad 3B e 5 el 53 T 5 esl gl g (sl Wlis gla e, ol ol
Slas o8 Gl Csen S S5 il eoly Sl ar gl dlis Glage, L Aol s gl ankad (gla e
S bages 0,01 534S Ll 51 wls sl Ol plies bghast o gnst 4y allas e s Gl 3
Sla S s basey 45851 S OG « Kpd o oy e S po 4 ool sla esls sla ooy
e 3 Al e 5 S balast et 5 (LT OGS 4 s L) S b
Ll 5 e gl Wlis Glage, Vb gl oo Sday s o0y 51 adae e 03505 505 610 8 >

03 3,8 o Sspo  axdss slase, 515 esle Ygans 55 (o) i slase, 03 5e5 3IUT 5 o
Jos ot Il sls 3 (sl 2 45 b s 035551 55 1 (Sidls Mo = b Ol e

.uwwﬂoﬁwbg.gwu@uosm\y}fJuﬂ&uouj\g}@ugﬁs;d»ﬂa
ol (Sl osly (gl Alis (slase,y sla &gas V=Y-E
.JJ\oJJngL,;oag;&&uéucjb)sé)wé\dusdu}n)
Bls 2l blbse (25,5 BLl piees 05500 505 510 45 ol () Lis 305 0, S S AS

ol 258 Ole (bi sl S 03503 35 sl s cal s 0SS 4 GSME S s s

.)})@)SQQQ@K@.&\

66



S5 ol SSU slagsly s ¢ el odd o1k S ga &S 15 law s S XPD/KPD (o, Sl

el a8 4 b g Sl

Glp ol s Gl s Sy S oS 5SS ol as NaNOTEQ (sl dlis 5o, oy Sl

el I g G el s olsl 3 WSB b sl el e s Sl 05 ges e

La sy Sl ol asetie sl Ll s gad Ol 1 o b sl s (slage,y S0 gl Ol o0

S Saoly bz 3 osat 4 Wl Ol s e 1S 5 S (ol Ce 5 S pbhe Sl g s
rj.',é\ﬁ\wl;ﬁuC,.ojwC,.LO4.3\.4\.Ml{&bﬁjﬂL@JTJJQU\JALSLAJ':{)J)QLJW‘QKJ

DG il gl sl S5 5 55 Sl slml b (65 5nlS (sla oS0 55 ealial (sl ¢ LT (6,153

Ly e

& andad 50, Y-8

sl Sl Sl a4 diin o g dS Glase, 555008 5 e Sl aS (gl ankad (Sla e
2l s omte e OV plSl il 5 L slie sl 5 ol (13 5 e e sl s oS 01l
il e K e, sla Cygmu@\,;u@ﬁdﬁyé‘x}u@&wéuwaj\
o K Olse a4 SIS Cilises gla sy daw s a8 5l 1) O bl s, 6 (gl ada e, SO
e olpen Lae e el Sy g Sl el G bl aSITL 5 050 eslinal (68 gl oo
sase, 60l b gle ras cn s slas sy 5 LKl lus p (gl andad say o, SIS 5
S s soon b b ol Gls 5 oS Sla e 5 50y Gla Wbl 5 i e Lo 4 a5 L

67



Jsb b s esliinl 5,90 (6 oo AdS s 53 amcs 55 0 5L Doy g0 53 45 250 B me (gl ankd (gla s,
O3ls s 31 05 ) am g5 opl SISy S Sl ool ¢ o, 800 4 (3505 sla e3ls LG
Kb ol = ob ey 0t S L Al andls ol 4 SIS slabis 5 s Sas ¢ oy 4Kt IS Sl
SV s sl e (gl p3Y Cotel a5 dlad sl 1) als s DD 5L 55 50 ol Ll 52y
e Jlis 53 DL LB s Lol il ¢ oz S b s L LBl andls i | e LB e
Jolos gl 65 b Glas 45 Gla e Lo 5 o 5 Jols gls e 5 (65,008 5 5 s
b Y &S ey e Gl 5 ol el s aalsl s 5 a3 ad sl s als (gl kel (gla s
S 2 oS ol Sl ol L WlS o b i 20 e a8 Sl s Ol e L
L Bl s a5l 03,53 0 1y Sledlbl Cilises (glas oS o35 5358 |l S 40 Sledlbl wlale
alies glas 558 53 Olg o0 O SSU 5 SOl aal Bl sl eslinad 55 50 OledL] SRR
-3 ga0 eslanal | ('Ji)jin oSS ok s s
Slslbtle casl o i 5 Sl &P eSS sl T iy m5 a8 (g andas (sla 5
ol sl asked Glaga, ol Al 1 3 bs e sdate las )8 5 Llse G a8 Al (gadata
s O Ol e 5 oo 4y
Ll ST 3l Hlatl 55 05y e s (IS ey (e b Sl ol e 4 olzes )
Bl 3 3 5m0 amlie (K505 (S O3 3 S Ly e ) Ol o0 AL e 8
oo o ) Olg e OF rals slestl 3 L as il e K 5, &b e v;ijjij‘ 5oy IS
..sjﬂw.)g\)dlw\&:ﬂum
5 S Ol xS e . 353 5a) Chadl o B o SN 1 AT Y

L dls (St (A a4 e b w2 S el 5 3,0 8 O e

68



gl 5o AL anly ol e gla Gy peled b sl ey e Sy 8 T
aiS JalS s po 51 Sl . doled o sl slite sy e ¢ ol e 03 i o 5SS
R
Sl )3 a8 AL aly (e LS Sls o oled 4 sl el e oy a -
o8 ool Sl eddize) re c S 3 ok 0 S S D s
ankad 55 odas DR Corge L CAS RS O (3505 gla el 3 S s k8 -0
3y T
e 03 edes Dl ks Come Ll ol e s O (S IS 3 D p ks T
033,85 el (6,108 5,
AL LIS (9305 sl eals J S G s il e ls b 0 ST Y
AL LIS (53055 e eals J S S s s el 5 Shee gl b 0, S A
S b @M 50, mb o peail et 53 Al el (g Sl gl LS e w1 -4
L el Joles o3l (g Ol (gl ala
Sl e ey e b bl ol e J b
Cled W5 68 ey ledd 4 SIS (e sladds el
byt a3 AAL e 658 sl ankad e,y S b sl oY Ll A 0L &S Sleo st
g5 Ol pl s O nglie (S 305 s A ol 31 Oluedsl J o 5 o3l 10 S 5 p3Y
AL o S5 3 e 5 p ¢
Sl azls 3 g5 Ly 5y allad 8 slas )8 sl 45 Sl slasls ey 2308 sla Il

53 01 sl 3 luliul Gla & sas 45 . ol ol & o R RPN RS SRR FUPI

69



Juls 02,8300 4 035 AES 1 gla Jlu s 5 Joed &y g0 0 sl L DES w28 s Il
el 02 G e Sl AS 4 s sl L

2l 48 3,8 ke, cw YA SVt L;LA«*EEL;))J{WV[?JJ‘\DES )
S o Sl 33l o s pss S b 51530 p 5 CBolae sl s pes sl (3l eslylas Shee
w)ﬁL;uQwﬁj;\‘wumf\yw\p\v@ﬂwuntﬁ)}b@sFEALﬁu
o ol o3ls b lite (650 505wt SIS oS 550 ooz cal i30S ee s A A Slaas
35S e bl il b s b b Gl sladislas 51 Lyl o3l

She s mls 5 Sl 5 o 5l -

o fuS 8IS S 45 (63,08 Sla o Lo 5 Ol e ) g axka (sls ey OSUS slas )
5l el o la Wby Cupa Sl B Bl s (gl askad Glage; (63,08 mems
330 Ol ¢ AL e IS o e 5 Sle s

S0 S SV L Kk e 03 0,0 CFB 5 CBC OFB ECB V- s (gl ankss (sla s,
Glas IS ol Wlis glage, ~1b 5 ol s o sl se slwl 5OFB JCFB (slaws s
2l sl s 3 sdoee gl Lasl YU cl e SUlse sls OFB e a5 s ls 0l 3
,\,'\):d@uM«;jfw\m)gojﬁwdua&)wmpydwjé\uu&duw
3l ssms a8 g cal 53 s e

o s il s Il e ply Sl 3 015 o 1, CFB JCBC sl 6 SIS bl s

jcﬁ).a.,\swl}m)'\jﬁ»}d\uuwowﬁ\ﬁ)sL;:A.i\wl:jl.acz\;@a;j:mf

70



53 ol Ll ) e (gl andad (glasay slas 1)l aly a1l ClkB oSt il ply luls
Clab sl p s Sl e (Bl bl s e Lis) s gl edes O (625U Sl

534S &S o Ol Zupa Sl iy, Olge 4 CBC I s 1, DES 1, 01 X909 551k
..LZ6«d;powdﬁpJuQW}OQOT&}j\JYJQj&J} V035> 55 azan a

6l andas (gla e, 5l aS ol o o3ls LES LT 53 aS WSl e 353 g 5o sl B sl ST
o~ s slabaal 5 upn 5Lt gla iy Slagshe 5l aS Slo oays il 5 b 53 015 e
-3 g0 eslinal ¢ sl

! askd 3, r’wﬁi“ b -t

03,50 5 1y 4 piy 3 kel laga,y (b (slajlas 4 350 b (6 6 4 b o, S
e o351 3 o laslae ol &S 5l

m,wusj\xm\wﬁié,bé\,ﬁ.ug%w\ Bl il o, SIS b
AL S Jsb Blus IS el (gliab (g gt sbe ahe Sl (68 5l (gl NIST L s o

LSS e 3 VYA (e 5 e (S3lu sy (sl 1 OF syl a5 ASL oy
.MLM\J&WW}W%JSOSMJ}U&)@\ )
LS 5 S5 ol e 5 ol 3l Lo ilims gla i (695 b S g5l esly

o S e b wars L s Gl S Sl ey & il o st L AL

S 3 el V,.ze\).e s3lw

L3 il LSL"‘-’J%JLSJ" ‘ﬂ‘ji%ﬁ" Ol 35 40 sl Jsls J.g\J-g 0° vilpjij\ CJJo -

&waéu%ﬂfj#éusttsLS‘f QJLAAA&‘CAA»LB‘)Mb%a)L:MJ%Ld)&f)

71



o S Co g 5 o ge Sl b gaslas gl s AsL ails |, MAC jjbvﬁjsc\jj‘y|

Sl 6 SLS LG

HB b e 3 5 3l IG5 0Ly BB s a5 3L o3l s il 0,801 2 b

ﬁ}gﬂjéu)l@mpmb%pw\é\@f)éuﬁ)ﬂ\su@wcu,k?)sb_u\
CAEl ks, L OF el (6013 5 e S b
DS e AB 01 SLES 505 5 (S 50,5 (sl 3 Shee 45 3538 = b gl 4658 & o2, S
Ll S wlie Wl (ol e 6l o sl s Al e

LSJ..;J:}A}J:}.’[IN LS)L"" a)L:.; L&jﬁ\w\)‘oJW‘Ljﬁbé)‘yj)bé‘)\sﬁ)ﬂ\

sl asls
j&}éuwwwd)&f‘)‘)bo&ibudu&bu"j\j‘):ﬁ)ﬂ‘W\
@uw.,L;po,u,M‘mp&uw@;w\w&wséuwij

.JJLM\:;@ULSL&M&\J;\)pYQ@

Llgn S L Jas e gls o ol 53 a8 3L S50 5 el pn S0l gla S 5 5 - b

el bl 1 05Y iz

72



3 Ol A Lb Claal Olss 4 S 1 SIS eled sl o 2l b ey (2 S b
g bl

1 ankad sy 03,5080 e sl el b V-84

Sles g pl a5 L5l °>))Tf. L sle s> %QLJ)S Gl ankad 5o, o r-:-ijji-” BIRE T
3l B s e by S o AL e 8 Gl axkd ey S 2 bl psY Lyl S
23 psw s p93 dol g i OMem il o Of s slis ¢ (530, e 2 el Sl Oliabol J g
CAl e 5
L 5o, 6800 = ob sl Sla o) Ll e 58 sl andsd slase) oy p el b sls e
Sl sl ans gl 5oy 53 o3 slaslms 5 s (S5 bs abe 6800 2 b w315 55 L duled slgiy
G axkad sla ey (59, e Al L walsl js L aull o jesiine s das cpl Wl s Cslis
.>j:,dm,jhouobwufwdu;,w,pfﬂ;\)us
020580 s 2 1) BB e pl gl Yot
ol ey e 5 Jeol e s b rls Ll s Lddes ol 1S (slad b 0503
ool IS 5L e (Sea WIS 20T b 035031 Sl el s 3,8 o g OT L Ble
S e e AS Slen S (5 50
Y, X Sl 33,8 o0 Spo CaSe ool b g ahes pl CkeSle alas
JoSa s 53 ol ol 53 c s XHY=(1,0,1) 5 aslbn Jsb g ml sy s

73



CdeSe Chas gyl e, KT C=f(P,K) )mpé\uuw&@uwf;wu
vP ,vK : S el

f(P',K)=C

Syl 53 1L KESUS' 555 S slas 5 s 0 K (K50, S slas ST o sal o
cases Jlesl S (glas 5 L Ol5 o 1) IS (gLad sl 0305

M Jsb o @S 5 N Jsb o gl andad 5oy o gl 05wt Sy b 5l des %
ols 4o peme G STl s s 5N Job 4 sl slasls 3l bl a6 S AS
Syl 5 HE{THT 0T Ty eG 3l s 5 a0l 1) el 27
5Ty 5T a6l 81 ol G Cs\)ﬁ.,upH:G Sl s G KT 0wl s K
Dol axils ol gt pled gl 45 3L sl 68 4G s LTk 012G

(Ti*T; )(P) = Tw(P)

o Jlse e, sl ankad gla ey Cotel il Joline sl i, 5l S oS bl 1 Ll
e 53 el g 5L OSS K pl U e S 00 aten (S A3 e axkd
338 o ey Sl 3 ind
Gk e ¢ ale 5o DBMe o Lilan (gl axkad lasa; S5y 2 odd 2 b sls dhe Lo
Ll ol ST (ol ankad (gla ey ogllasl sla (Shs ilg o bs dhe b s bl S
S e ol o ola dax Lage, 6,500 (555 ok &) sla ko cp 5 50 5 o e
Sl Gl by LBl oo gl andad Sla 5a) Sas n e s Pl g G e dhes (NI e
Slere @315 s dal g (S o 52 nl il 53 ey plSontal 4 (sl axked sl e Sl (ke

Azjjl{cﬁcjlaéuwC\j}\ﬁbjL‘swb}.{g\ﬁ\ﬁﬁguﬂfué\u}ajy)ﬁ b e

74



r,-\u@,;ob;;@mogu;{\,;sv;uL}g’;}mp&)\éu@tﬁj;&,ﬁ@w@
Ly S b

A3 S 3l 3 5, sl dax Sl e ges g5 ol S sl e g anas Ol o
3 o3l 3550 (SIS oy oy SN SI1 elS s 05 AET 3 Llos &S 5,55 o 25 Ll olis

Sl e gl At 55 Cpse 4 la el sl Sl
6,&y,6uw,~|dew@sjgf 0-¢
o dd 30y oy Jadd des V\-0-¢
_gjmuupwwS\Jwﬂéurgouwwﬁww@;w\ﬁ
Méu&yt&uowiw@;wﬁ.>)\>,L,>~\,>‘,u|m:w4{u~o¢;{,;\s\

Ll 1y 0 o, gla ply b O s 30 b el (6,138 50, 3 Shae 3 0l ol uJS 1L L

LK 5 PyLuPials o av S Jdos GRER(PY) b Cu=Bi(Py) cxils Slasl s b <315 s
. J)‘ﬂ GUVT Vi Jﬂ.<4. Al Ci+1=EK(Pi+1) BB Pis1 JJ\}Q LY L&)Jﬁ‘

rj.l.a.o &J})&‘;@MY—O—i

b ply nl s e 4 aSl il sl el (e e 4 LS €S Jod ahe o
Lijl.arlﬁ.d)\.lf}a)kg\ﬁam”u:.ﬂléuJﬁlfl.ij%lfd}:éjf@j\uuu&)bbwﬁm

AL oo ¢ led SLES e 1) alie S L sddse, L sla ply il oS e, SN 05531 Sk

75



L oSG s Kols Wign Py s G=Eg(Pi) G Py 5 Ci=Ex(P1)  oxals Jlestl s L Sl

. JuL«u yB— Ci+1=EK(Pi+1) )'\ b Pi+1 LY .UJT S o

e by e dhes Y04

4y 303 o 2 OF @y Bogs o (pigy e 5 0 3oy e 4 S &8 S o abe il
psbre by e abe SOl oS pl L led Ol ()8 e, sl s 1) ol O LS
axsd 5 el im0 O3 5eS 55 10 1 ords e sl SHL S e S e 5 Al e 058
WS 38 S e S o L T s OF 1S o5l0s (5 i Sledlbl &S wled Dbl |
L ol 5o sls ply SLES 5, 6l e S 03,51 Sy b oly (SIS 5, o3 eslinal 5,50
P1 ol 45 &S Py 5 G=Ex(Pi) G Py 5 Ci=Ex(P1) als Jlz=l s L Slo s AL e alle WS L
Jool= Cira=Eg(Pis1) 51 Pisx 03,57 s (6l 5 oz, SN L 5 K oS ¢ il 05 g5 Ozl |, Py G

il

St cpd gy e el Ao £-0-¢

o b 6 S o 0T )3 a8 Al e ot (pd ) (e ahes Sl ol 3 5e SO o 655
W sl » o Clnl Wl e aSh les Sl o5 o (S e, 451 (pdss e Ll
0 i ol (Saw 5 Lo S e ) e ahe SO o dled F3lol S (6)1US e
s e § 5 3 el e SO o Ll L (IS ey gl s e Sl S5 SHL S o]
ol @l sl b Suk b s b ORIl G, e Sl S S S LS e sl s

Sy aelsl S 5 e 4 g Ll Ol Slasl Sk

76



TS 018 o ol 3 lsm 53 85 551 5505 K505 o s (S35 2 593 e 55 A
313 5 1y ek ey Ogte Sl OG!S Joes OF 55 a5 Csitie (0 e = Lilas . 5 s ealized]
55 ilzes gl WIS Ol Lalyy o)l Sle AT Lo dlex opl 3 a5 Citie LIS e L
K,S o g e by e 5 ey e b akes sl aS Sla Lk Lol L sl L]
Sl odd 75 05 U s dham (pl Sl r 6550 sla Jdoi 5 KL o 5 (8l 5 5 Jpeme sl
DES Soo 2 &S Jold 5 o gla Lo Jle 5k 4y les gy J5e base, 5l (ol 50 2 &S
e 3 AT o iy e d 5 ot sl e SIS L L e 655l Sl il e i
O 52 48 AL oo ot s e g 3l e 8 8 cpl e 3l 513 S s el s e,
e 31 (658 &gl 5 SR OISl 5 3,15 eslial 3550 (S 505 ey S 4 JelS AT S Lo
Ll oo Jal b o S 53 3l pslis e 6 55l pl 03 oS (S5ey plply L Sl dal 5 e

Ll Jlesl 1 B e

o0 (RSN ol e B 5 S b Sl -8
e apd Ol b, S S adle s (b s gl 5 5l e, S0 )-8
225 ol pslie 5 Slas 5o I Crge b 55k o S IS 0L 3 e Sl B
Ly Sles o asiie j5b o cplpls L b dal 5L o5 oli la I sl Sl 31 e
cdd el Ll ol s i e ge el L s C by s €lse L s then if asbes | zes
Cdas e Sl et ea sl 53 a8 Sl s e ol 53l ey G pdh el cpimmen s 5
o S anws ol 33 s eslizad Wls S slajlitl b o5 Sla Slas 51 Y-8

c.,bj.w@‘J}‘&wwuevh‘)bﬁd‘j)f6‘)&@%ﬁlﬁj@jg}ﬂ6u)§wub§

77



Ao 53 Ul b 5 i o e a5 ) ¢ e JUsl 2 o Ses SO Jle psb L dils 13
23 b dalpt Il gl el S b 4 5l e g 0 dilo 5 (55 (AL pad jaseis
5K S pl by 358 Ll Sleges sb a4 Wiy 0l 605 Shes ma Ll e
s sl Shae Gl i OF 6l 51 3550 Ol 5 358 oo plonil o3l (sla Shas Sl 4o azes
g dal g

3ok 503 35doee 1 5Lo 5550 Sla e 3l (S A= U L p-:-l)j-<-” AR
Lo LIl b o s bl il e o ghiedinr LS (g0l slas Jels O e (sla s li3ls
25 53,05 s oy skl SUS s Wl p sy 5o Jle sk L S e oS sl o s
LS oo ol b Dl s Ll aled 55, IS Seane (o3L 5 sl S a3 il 3 4 e
A el S )bl e w5l e @

JUSIE - YIS P RESPLOR tEP NN v P A SR V VR GO PRl vt SRS CORE PN RS R Sy O
b s 5 slae 1380 05 sim e sl gl Wl S5 sl Ll sl o b (6, 5,
ol LS ler 5l re a5 Kpd a8 S ks s gl S w4 b b S 5S gl el 4 s
cdal adls 5L gl e s sl

c3 g ealinal Sl (g31se sla S5 S d Bl ab; IS sls Shes - b 5 078
ls Shas ool oo b s3lsn 5 Sl gzl 5 oSS 51 i (sl Shes (8IS o g0 ot
AL e Ll e 15 50 (9305 Dl A= B il e S pl L AL

o3ly (63U Sl A= B 015 o LT 51 6,8 0 b Ll A3l s esles Sl A2 0Ly 65 SIS

78



WS Cu e V-E
S Bl awdls [ B 5 o5Y Oliabl s el ol aled ) (58 L AL e 5 g0l 3

C el wijJMQYJL,»);w))K{L;uJQSQT;QM\JEL{M&

S sle IS5 5 oS50, e ) S 03 CnSs LB e g s Sl a5 L

Cins BUE W15 o 5 e SlS S clial sslisad | 5 Cins LS (6,8 IS ¢ oslinad
S 3L el e sl 1y (ks

w8 b3 pd e e (S ey S 5 e LIS S e 85 sLis
ikl BB s & 05 o sy SeoalST Sl 5 L Ll o o3l ol (5505 sl
S il oSS Al axils a I sladls 4 s b DLl eled ol oS il 5l Ll L d
70 B e 0 b (S ey 5 S o 51 (gl 405k L 5 il 5 ol el
&@ft)gjﬁ\j\.,uiu;d«wwwgﬁﬂw&}j\o)wéuﬁ,,ﬂjg@@s

.))\)LAJJL:JW\JJJ\J'W,{JJJ.&JSL%J%.M.U))M).&)

J}J&JAL@‘)Liibdwéuwﬁﬁ&éﬁﬁ)b.&bw%ﬁww‘}ﬁ&))456))“}&
Lals W@ V-v-¢
s Mg cias laddS Bl 13 L) b bl 5 cell e IS W s p-%)ﬂ‘

e Sl sl sz w4l RalS S (gliad 45 a5l 458 4 b LS W5 Ky, e e

79



S o 01 S S 3 s e 5 sl o 5 5 1S sla
A AV e o ek b 4l el ASCIE T LJB Sl andS a5 sl sl a5 diles
oslial 5550 ja, Jdod Ol s 53 5 ST (Glias 2alS o se S 555 o 4 S B 3 i b
23358 o pa e Sl 0L Bl

Sl sl 3o 02y el s (6l 1 (18 L5 o hnds clalS s ¢ pmas
S o das e 13 B sy se 5 e sale (sladdS Ul 3 AS (slad (g st SO 4S L]

.Msrl;;.-_}lélut.:id4.l.o.>-C)’\k..p\@)wﬁjﬁ)adwéu_@sjé\ubﬂ_ﬁ\ﬂw

Mg il e Sle gl as p G oo old A g dalias sltel andy Ygane o sladlS
.JﬁéQ)MM\LQJLA@%Jy&Q}QW\J{GL;:M@ugﬁ@j%l{uww|
u.asui,.ol.ljsfia.é;\;-QKA\J;-UngobLiu\JJ}ad)@f)&)ﬂ\nguwW
&;ﬁo;%\uwubw)@j?@)sugzb

4S 3505 o, LENANSEX9.17 sl & Ol o S ) 5 (sl oy S 51 Sl 4503 Olgie
Pogd o Jes 3 s 4 R sy S g gl e il of Sl e T s el

Ri=Ex(Ex(Ti)+Vi)
Vi+1= Ex(Ex(Ti)+Ri)

80



Gl 65w 015 e M sls s 0l o 4L Ll e M5 e W slaldS oS
3551 Sy 55 S

Son b &5 53 LS w55 byl Y-Vt

el s BB elis Ol S S i IS Il i el LS dslie 5 s
Gl s 4 i el o il ey (Sl e IS (sl o2 S L (6050
LSS Sl 53 03 28 Loyl 25 55 1y e la STST

Sl Al sl gyt S BB (S5l 4y 1 abe ol gla JUIS Y game a3l S
Cope 4 IS 6 55 X9.17 sjutal . ool os a8 i s 0)lie alsbe S (e IS Loyl
4S oals S 5 s, e UK s sl LS L 03500 5as sl 48 IS (IS e glallS
& Yons dIS (IS 50, sl S 45 ol B S a5 Wpy e IS s ply S5 03 5a5 505 51
R R N ST LSSt IR RSP

S Gk 5SS Jll s il gls oo 4 LT ladlS s L1y e s S
Sl sy e B by 236 SIS BB 5 50 s Sl (S Los ) a5 L JUS
b e S Gla ) Gle S sls sla oS3 Sl eslinad adr glauds Jsls
Olea S Sl gla b3 Bl 0 S5 (gla 4l 53 WS w55 Ll Al o st LIS (sl o, ST
o O 2o ge IS Jal3 V0 sl 8T L el SO o Jle b a L ssls ol e 4 ) SIS 01 20
Sl adlosle b s ool IS Slodst S 50 Gl eslaal 5 slml o3 208 (gla a5 )3 opl plo. AL

A3 e sl K15 o (PKI) o sase IS (sla

81



bals e Y-V-§

RS 5 g 350 odd Jlayl gla uIS el e el DYsle s AUS sla Jsls el s
Ll gs o 1S AL 0 poy LS (IS 50,5 LIS Lo 5 DL aidr S STl j5b w0 S 15
AL e okt b olast] s e anda ST (6518 e, S 48 b slazel Comdly ol @

el gla S5 5l eslizal Wil o LS Lol 5 5 ikl 6l oyakan iy o
sl Ot sl ool IS ot 5 55 55 0 31 oslind L 3L LS cliaal (sl Sl
AL il s gy S e opl 4 B 0Lkl L S panl 52 45 AL el w8 SIS e ges Lo S

Gl el SKas baudS Sl 515 ol s s 0 IS Dl s glallas ol S Ols opl )3
sl a8 s ls 555 Lallat T 5 oo P I G ez, Ot 5l ol iy SLES e
S 3 gai 305 S ool slp 4,00 ls s 53,8 5 (S L (g3l KA L Lallas
RS T 3 Bl e LIS Lekdze, 00 ol £ B Y Jlal 5 edd ks LIS L el i
ot | s IS S 335 o e odd ay slie GUl b e 5 353 o ool fae s

3ol el Jll 5 e 4 5L L

Lals e Job £ V-¢

G505 2008 8 (sln . L as 4B S IS amel Do gl (65050, S 51 S s
5348 25l 4 S 55 e 53 0ld i a8 el gl s sl el Sl G il
e 53 - Lls Dslite slajas J b slite LadS L Al edd asiia 55 IS e Jsb O

oJ‘JJk\.EAjw))‘@Muchﬁ‘Lmdcg}A&ww‘}fu L;?‘J.:buéu JLSLS‘))):ASL;LA

82



s oS o jee s lid il ok pad e Usb 3 LT Sltel 5 0k oy slie 5 ol sla
S 3 diglas o sl ) Sl ol S i 5l a3 oS Sl e (gl L
ssb 4 Ypene WIS (505 SIS L 5,8 e s i LA i 5 S oS b e
LS Gla o, popar GAS Ly, oo LS @ S Jold ke o baldS cpl L ST o as o gline
Al Olioles 1) 4 sl Jslite la jes sb 50 e ses

GLalS eligl w0 by o il 5,5 513 ha 5,50 Ll IS o pe 3 4 (6505 5,150 ahex
A e b el e G b 3 S AL e T 51 3 S BACKUP 5 05 ged 0 ot ¢ ot b s
AL

s S Gled; b g IS Sy pe A-E

e 4 i s digled 5 esler Sl [ S e Al e e see LS (sla o5 S
03351 oy Lipd o 5l 5 03 208 4t G 5o by S a5 e Bl Lol s 4 by
by sl @l edizw b il anils ol jon 4 |y (SUSUs Wil 5 o aols L3 5) 00 B b ases IS
Lol Ol Jas opl 45 led Sdlys 018 eges S Lol Sledlbl SOL KL 5 (g5 3
el b s ba $5,8 1S o35 5 ((Man in the middle attack ) sb. ;s jess o>
3ol s a kS e ges LIS

o sbanl Dlabl LB S 0 5 law 5 45 Sl (58 ages LIS B3l5 53 e ses sl alS
it DM 0i 1S 5 3 Ygoma b 218 Wles o Dby 5 LS sl OISl 5 358
X509 ;PEM  iles Leses IS cla ST, 51 (@olind 53 1) Lege 2B 5 Ledl o IS oijls
S5 oa s sy Sl eled Kl e eses S talas slalitle ailele L il

I e 3 5 Sl Ll e oS ol Sla Lo,y e I PKD s e IS glalitle (o515

83



a8 sazme Sy go 4 Ol ey bl ol Wl el (6 5 50elS sla 4l s 1 IS e
3 @3S e e S pde sl Gl aS Gl g 5 s Ceabw OIS laslal e el o
ALl 53 s ged il e 5l 35 esee LIS L () 5e) e sla 815 plagll
(Validation) Lzl . 5 (Certification) a8 s Lol fes 53 oses IS sla sl
L Osde JuS 5 LISSH pde ¢ s Sl e onled ¢ (Slo s 25 Lo sas U il 0 5L )5
VR oo aa)ﬂf.

LS Jals sl o, K1 44

LIS sla oy 5l dseme ssb 4 absle Gk 53 Ol (650 50, and sladldS o b dels
Sloe 5 a8 L3l o el = s (0, SIS Dl ST op  Bme . 350 o planil e ses
st oo Alie Ul G 3 atenS (80 ale (gol5ds 4SS L5 ages WIS sls s,
eor O3ged Db (gl &S AL e cims Wbe 3 e SV il s a cpl bl s S
sl G b 53 0T 53 45 e w1, (( Station to Station) oKel w0 oKt sls S5, gl
slazel ol 38 6l 5 prelas 5 el S S K s 00l cliael | Jals 5 50 DD
sl e eslanal

LS oo e gl 5 S sls sla ) SN 6l an S e e pes S e B, LS
AL o o gart AUS (la e, 3l eslizal OT L3 ledbl (18 50, (gl 45 ila oo s bl il
Sy, Jds 5 s o b 4 L o et AIS gla &J}ij‘ Sl s A el L Ols s
A bt 5 dd Ok el w536 55 8 oS 15 WGl (SO0 Sl Il e 55 5 pages S
Oolie 5 o gt LIS 5 p—%)}iﬂ S bl il 5 a5 550 5 @l o dls s Obe Sl el

L§L>-4_:d|jj@c.)waba.)w4o.)uuﬁjw‘)fQTM&M@L«J}ML@MJ&GQW\

84



WIS oy e (gl Oslize ey Oles 31 OT o Plass b (6,503 5 o ges LIS 50, O (6,5
-3 gl onlatul
SIS b 5 (5 sladdS Isls 4 35 Ll 55 a8 il o 550 50 Jla [T 503 Ol gie &
3l g el Sl S 5 pd e eslinal Sl say 5l el 3 Shas 53 5 il ad apee
OB g S Ll S A LIS L sletan 3 b s LM ol Jll e 5 IS5
RRTS
Cdades 0k, s 03503 joy3 g LIS LLMennn 3 )

C1=Ex(M)

Ll o Jlul otz 2 g o3 geye, 35 S LI, CL o 8 Y
C2 = EB(EA(M))
e pess b bl o LS s WS L, C2 e 5 T

C3=Da(Es(Ea(M)))=Da( Ea(Es(M)) )=Eg(M)

Chle e oL LM g es e SLiS e, 1, C3 e S8

Jols (sl Oslaze slazey 50T 55 45 503 3 5 (6,503 Sla gy ol Ol S5 5l o &
ogh o ool e ges 5 o pat LIS Sleslinal L5 S 5 el

LIS S 0T 3 5 0l 2 b (55 5melS (sla 4t 53 Sy Sl 5 Sl sl sl 25 4 g
wlS G s dole Bk sn S35 5o s pd e eslitul e ses AUS G 03505 e Sl S e (5 e

85



wP 5ot &)ﬁg‘&ib)—? Ol 5 o350 ad 55 L K diles slias 4JS (S st i)
b ool S 4 1 Ep(KY) 503508 505 ot IS Ol e

WIS S e 5 s o LS50, K g sl ey cplple - Ll o 5 P o S-Y
5l e ey o3l ey JLES ey 51 aS GudS Lo 5 13T s es el a5 L Kl islas el
ks e bl etz b a1 Ep(Ee(K)) Sl

.UM@J{\,K“;J@L;L;;fwbrtﬁx\js&emg—v

Bl ol b g Wl e 5 Lgls el o 1 s G b o et ladldS G b s cpl ol

dbes D18 1 el

86



S &K, eslw sla il ooy Jd

87



(Decoder) Li8 5, ,lae\-0

A .l.Ab;— Jlee Lﬁf}ﬁj‘éh&é\.@i{;)‘}): S 4o 9o 6}‘:’.L’

il o g S (B4 2)2 54 LS ) e s

—
«—
—_— o o|>
—_ o — o|m
o oo =5
oo — ol

o — o off
— o o off

Yo =AB v, =A4B y, =AB y, =AB

Yo
u_(

—
.

B ¥
I

) Y3

2_)4L§L’"§ j.") )‘Jﬂ \—OJ@

88



GLS e, e s Mo s S e 0L ) al, I G 035 Jab Olg oo sl Sl s
L.)'i|)‘> .Ml{((l))@j}p&f}ﬁj‘écé)_})_}éﬁl{%sjs Wf{"ﬁjji"(’fbjgf 24

J\.ATM‘F‘)JJ.:) Q)j.»..a.g ()T)L,\.A_}LS’ZMJJ J_}Jo- Q)M

A B I Yo Y1 Y2 3
0 0 0 1 1 |
0 | 1 0 1 |
1 0 1 | 0 1
1 1 1 1 1 0

JE&w &S 1l 4 High Active oyl (dil o Jled JEKews “17 Ji&ewn &5 1Mo 4

S Low Active oyl (il o b JUK 07

Yo
PR

¥i

" ____

A N4 )

_li__..__. Y2
|

} §3

B sl 53 Mas W3l o asiise LES uoi¢u G oS k= LI, Low Active sl

Lz LOw active 5 & GltKw oS wns o 0L Vs, Vo o Vi Vo sleels

LS b 1y cla 44w Low active [us oo e Wl e o el Ol e

89



LiJla_éﬁ.'c\)JlmJSQ\j@QT&AS@‘S;)bJﬁJ L;J:.SL;LK:M EP &1 3l 6ok o
Ll o & ol Ao S o Chip Select (CS L Enable, Strobe JLS -l w58 Sl

.LsL High Active L Low active

Low of Enable J x5 Ju& 5 High Active 0T gla >, S8 0¥ LusTs e K3 e

Wil o 5 oy s Cl ACtiVE

§ } Yo
-

B
3’ ) Y2
> Y3
Enable ‘ )

ls

!

High Active 01 sla 5,5 oS ¢ 4 Y jus jlae :Y=0 |5

J.&LQJLK:M U‘.’.‘J‘f\)")u” f}f)\.)udj@)b\)lf)\ LAAND (a‘w.’:' .,LJ:L:\ )")’ Enable JL~<,:~4 )f‘

ins e plal 1 555 5 LAND it

w).ﬂk?-n 4.1.:,«:}4 Ca.w‘ @L?- 6&@[?44@) w)DTLSJSNSQ‘)U‘AJJ LA‘)JK.&J y‘ JJ.ULS

S A yawyl y ails S Y Olg o A Ay A, Ll L) snelS 5o

90



ol A 4 ¥ )&J&jwﬁ]k}-\“ j\dasw)JTLg\ﬁ‘&_él}o\_}Lﬁ-/\ Lyydjswtsﬁ%m

S5
‘\hﬁl)- Jd)}i

NS 6 t 0
" 1
Ao —p 3-8 : 2
Ay —p ; 2
A, —p 5
6
> 7

Fp A S5 S Jos or a IS 4| 5a8s sl IC 015 . (Enable) Bl s o

)J&JQWSLBMMVAQLS\Q}_?@3X8 )J&sjsﬂjJﬁjbgﬁﬂ.ugT@Jq

Klesls 1, 4x16

A Du
E———
EELeR D2
B - D3
3x8 ———— D4
C l———— D5
S,
i

> E——. |
T P
- [— ) ()
e DY
b 3x8 . bh
l— D13
D14
DI5

E

Ax16 UGy G4y 3xB Lus 5 has :Y'—OJQL

91



P o e 33,8 o Jld b il 5 b VL S s Adl D0 oS s G IS5 s
A5 o 5 Dist Do rs A s 150111 50000 (slap e 3L

Bl s Cgr SSoder 4 1€ dm U ss Jlasl 3 b Sipl Enable  slagss,s JS 55k o
Al e i sla s 2 s o0 b ke

S b 254 S K 5 38 ,ues Jler L5532 uass K1) Jle

Sk s Kool 58 Gl B Lledled o005 4 5L 85 la,aSs O35 (e 1t )

.MJLSA du_’ ‘) ol L5>-|J.19 )JS.:J r‘)fl.;.h

ol Dy
e )
D | p 3->8:
" ,.._’4
E E 7% D,
*
o Ds
' L 3>8 :
- 0 » E 7> Dy
1 4
2 >4
B 2
— 3 o Dy
: L 3—>8 ¢ ;
| E 7_>D21
¥
o D
) II 358
—p E 7% Dy
_*

92



A3 b S 5 slalhe g5luesly Y-0

2" Gl s N Ln 52" s ol S 5 Sl gilwesls da,us glas 8 51 S

OO 5 o il odd JSC25 Lap oSl b ol b 5 Lap e o Sl ilate b 2 oS il

e U1 LT S ol p b0l cilises Sl & (g3luosly cnl (810 35 (olwesly LI L =t
=S Ol

S (glwesly 1) 5 U 5ASGs leslaal LY Jle

f(AB,C)=>102356=I114,7

i Jseb waxy5 LOR 8 & s actie-high sla 5,5 L sl SGS w0l Loy,

93



f(A,B,C)=m,+m, +m,+m, +m,

N B W= O
]

Jgsp 4y LAND o8 S jactive-low gla s ,5 b S 65 SaS 4 oS Sy

il e) I
f(4,B,C) = m,.my.m; A -l
2
B 3D J
=D
5p
60
70—

Js—,5 4 4> LNOR o5 & jactive-high gla s, L U865 SaS 0 D s O

0 2
f(A,B,C)=m; + m, +m, i@ 1
e Nl B .
=m,.my.m f
[yt B .
C 4
5_
61—
7

25 Js b 4 a5 LNAND o8 s active-low gls 5 5 L 5aS(ss S w4 tpolexr o)

0P—
f(A,B,C)=mom,m;mgsmg A 1o
=my +m, +m, +m. +m 2P

0 2 3 5 6 | 30_—||— t

C 40

SO_lO—l

6

710

94



Encoder ou:s 5, e Y-0

%;«w‘&wéJ_j)_}Hﬁ&Tw&f Ll dlﬂﬁ@)o)y&lﬂ%)_})_})‘éﬁd‘

il e 5 s (85 2) 55 4l Encoder i St

X3 X2 X Xo

l ¢ l i X3 X X Xo Y1 Yo
0 0 0 1 i) 0
0 0 1 0 0 1
Encoder 0 1 0 0 1 0
4—2 1 0 0 0 1 1
oot g5 b OV ag X x
Yi Yo
feeols Gt Jodr o b
Yo =X + X3 > VI =Xy + X3

. Yo X2 Y1
0 ) o) —

Ji ab>) & 5 X LSLALSJJJJJékﬁ%b@%ﬁ&d@‘diéﬁjh&\:bﬂ

e 8 55] 5 0 Yo¥y =11 oST Wk b ea UXg 5 Xa Slie wnal 55U s 4 STl il

95



Col IV Glls (635558 LG8 J:MJJJJJ\:.-J_{:: Sobs 4 Sl e g Jlad X3 Lats a5 345 s

S o e ALzl e das 5wl U I VY 0TS S ST s sl Seal L 0F ST S

123 S B s s sleose 4l Yis Yo mb Ol e (oS 6 5 ol 4 1) G5 IS ) sl

Yo =% X% K+X3X2X1Xo Y1 = X_sxza"‘xsxlexo

Xo
X1
X2
X3

5 —d @—
5

Yo

R ®
x; Y
Xo
—
Xy —

4—)2)‘JS/J.A) )\Jw i—OJ.(.}

B Ty NV Ty SR NG [P | G FEVIPREPEIE Cgo o S aS ol O g6 le sl
S Ol Y1 5Yo st 0 kil %=X =0 5 X =X =1 S5 s e Vo), =00
SSen Sl 5 Lpd e i Oleses Xg =1 48 550 s &S00 Sl S I pl 5 Lgd e

S Gp ONSCEs 1y gl cpl iy N s La(gnsss 4k s o3 Xo =1 aS 5pd ks 0 S0

338 o eslil B30 T FEICIRLY ps L 138 50, Sl

96



A58 b 0T s Ol 4 15 e

Xo .

l biy

BCD 4 adas a8 08 3,

Vovov oy

Y3 Y2 Y1 Yo

(Priority) <o sl b 1385, £-0

3555 S5l e A s el S s s J xS LB Encoder glags sy s «ST bl
o (basa 5,5 8l p sy ol SIS ey 55 558 e eslinad o ol b (gla o 5STN 5 LSl L 5s Jlad
© AL o Il L g A Ll ol b (63505 S Sl L &S ABge 5 LS e pnd S gl
LSl oy 005 s bos 5 Vo (s S Ol5 0 rmes 30 S (0 Sl (s 5
b i sl Vo s 5 ol ST sl b lagsn s 5l S JBla= oS cslins cpl @ 0T 035

42

oo & s sl 535N s sdr ol by b ol b Laso s, Sl pliSms o

(ol b bl oW Xg) 5 als s

97



. .K % Xg |¥e Fy W
1 X X X 1 1 1
0 1 X x 1 0 1
0 0 ] % 0 1 1
0 0 0 1 0 0 1
0 0 0 0 X X 0

Yo =2(8,9,10,11,12,13,14,15,2,3)
» = 2(8,9,10,11,12,13,14,15,4,5,6,7)

Pl ) e 4 Sk 0 gt 4 Y1 5 Yo S80S s

X X]
Yo \/—\ Yi \
L1 \ A
~_
] 1 1 1
X2 ~ X2
L " ( L{ 111U
X3 A~ <
1 1 1
( U 1 I/l' 1 0 l/f B\
[ \ [ \
Xo Xo
Yo = X3 + XX, Vi =Xy + Xy

98



Jlows slasl: p9> s

99



PRV

25 r oded Y UK s e S 2525 (2,08 Sla el Sl (6l 2®

LS el C)'YL;ﬁ;.a\ (’}.’:'.’K'“ Ll o Jlizes slasl®

L s il b 5 Comdlo A0l O (35050 3 3,008

S S ol bl Sl Ol g a0 dliaes sLasl®

ol o o Jlae Lyl 3 (ol sla o, ST
o

Jloms slasl S°

b s 4 enls doly oSG Sl atig s &S L 5 edd 035580 035 4 4> 5 L ISO/IEC 7498 -2
S IS s eyl u\;b!}ohw\?,v@jw45,\3,;6“,@&‘\@\0.\;5
bz s (laal Calidea o gl

03538 0313 &) o iz > (sLiasl—

el S3L5L ) ey Jlia s (laal—

Certification service provider (CSP)

I Y
1
I
l L4
1
4
—— 4
Message Digital signature OK?

[ message]
Bob

el S3LOL ) peas Jliams glael N-T-c IS
el S3L3L ) sy Jliams gLl

. .V:."’)jg\ Y
Generate (1n) —

100



s cax 1 s((k, k-1) = Generate (1n)) »
Sign (k-1, m) —

oly SO 05 Slaal(s = Sign(k-1, m)) ¢
Recover (k, s) —

oly tsu(m= Recover (k ,s))

Signing key
security parameter ——{ (Generate <
Verification key

Signing key \
Slgrl ——— Digital signature
Message ]
Verification key \
RGCOVEI’ » Message | invalid
Digital signature/*
VJ,{J}.(J‘ VZY—Y—&) J_{,}.

clansl Jlows b oesls os g 58!

Y r-"*i)}ij‘ ;e
Generate (1n) —
((k, k-1) = Generate (1n)) * J g cix Al

Sign (k-1, m) —
(s = Sign(k-1, m)) * 05 Sl K ol

Verify (k ,m ,s) —
Lasl cmws ouens( OUtpUt= Verify (k ,m ,S)) °

101



Security parameter

Signing key

Message

Verification key

Message

Digital signature

Generate

Signing key

Verification key

Sign

—— [igital signature

™~

Verify

— \alid | invalid

hJ'Lw VA BT @U

LS o oslizal Nl a3 6 SISIGN AL 55050 i 53

102

(s =sign( k-1 ,h ( m)))




Digital signature generation Digital signature verification

£a2
[}y
Cryptographic hash function . \‘l

(e.., SHA-1)

Message

—

(

e

Decrypt encrypted hash value with

Encrypt hazgh value with the signing the verification key

key = digital signature

?

&! -l

Digital signature is valid if and only if
the two (hash) valuas are equal
Digitally signed message

h;L. S Cgb" Y-Y-o J.(..ﬂ

Jlow s Ll 55 il 48

o 3L 250 Skl S Olse 4 SO SNl (6 dlims Lael 144 s S5l 0
P

o5 Soms slaal gl 1y ol 158 5 bl il wins ol 53 Sl b 65k (slay 528°
L3S

(144v) oWJT 4. SigG

S, 1 ,» E-SIGN
(Yoro) X, s ZertEs

LS Jalas wa b Ll il o slaslilenl 5 0l 30
Lol oledsb Jawe 51444 JL 53 1999/93/EC o soas

2ola 1y dios Glael 4 b g o 5l 8 (655587 205 00

.@‘a)y&y}hl{&)j&{@ﬁw‘}s.

103



Client side sLas

Client side lasl ooi

(PKI Deployment )ous ias gla s e 4 gl
sl 53 (Solo 4 gl

[ Message + | Signature

Client side slasl ¥-Y-_ |
Server side ¢ Lasl
Server side ¢ Lasl gLl
&y Golanii—
Jizms slalsl ¢l 5ile
XML oe slasl Joo Jlizms gliaolilises (slgzo 30
Ldor Sl a3 S S WLl Jredidr slasls b 0Ll i

OLe sz st 5 v S0 JoSo (Sl 5 v 425 OBl

Server sideg Lasl —slaee

S sy &y Sl —
L.A«c‘ J\ZJS)‘)J JJ:S_

104



Trusted service provider

Signature Request RAECILEES

Signature

[ Message + | Signature Q N
> 4

Server side ¢ Lasl :-Y-C K&

Jlows slasl joan glas il

DSS:K o1 e s lkzle
GOST ey, Josjlulzule
ESIGN .05 Jo s bkl

RSA : s & 510kl

RSA:ISO/ICE9796 st ©

ElGamal ; RSA: & .l L X9.30-199; lulule
(DSS )Jlous slasl s lu5tul
144) Jle 5 (NIST I ol (558555 5 5510kl o s 30 Lo 5 DSA jLizle

el 0l o3l Lo O ulid 5 (DSS )Jleses (sliasl sl alzle

105



- Signature Generation -- Signature Verification -

Message

| Secure Hash Algorithm-1

Message Digest

L !

Received Message

-

| Secure Hash Algorithm-1

-

Message Digest

1

Private Digital Digital Public
g Algorithm ds Algorithm
ign Operation Verify Operation
Key Signature Signature l Key

Yes - Signature Verlfled
ar

No - Signature Verification Failed

ElGamal

'

Schnorr

,

DSA

(DSS) Jkoms slizsl s )il i0-Y-0 |
(\ JELGamal sLa (.:win

olsl S

30335y s adal, KT s Lo 51, GCD(a ,n)=14s gl 4 ,Ka ,Nade ss: anai—

ax (mod n) = ax (mod @(n)) (mod n)

b LS

106



Let v=x(mod @(n)) = x=kxep(n)+ v for some K.

a*(mod n)=a“ """ (mod n)

ca®(mod n)y=1= a"“" (mod n) =1

La*(mod nY=a* x1l(mod n)y=a* xa* " (mod n)
= a’(mod n)=a ™" (mod n)

ELGamal (2) Lz (..:w‘,ﬁl

s e

S iza | Ll 5 a8 Ol | ZPF o8 adsl sy s PSSl | Jsl S sde S
AS olal Zp- 1o Xosae K —

Lol s Y = gX (MO P)abasl; 5115 Y lde —

WL o X g sz S 5 Y o gee AdS—

(3)ELGamal sLasf ‘..q,‘,ﬁl
J.S&ub;b\ Zp' 1))‘) K.s.).;« &JL»AJ)}J&‘U@.)WSW‘—
AS s ale = gK (MO P) ket 511, Tl

AS s als STK-1 X (M- xr) (mod p- 1k, 5l S lui—

skl Mely Jess glasl S=(T,S ) lis 755 JSi—

107



(HDELGamal slasl o, K1
Lasl aole
<yl o3 M = yr Xrs (mod p) S
AL e Sy slzal®
sl 3 2Ll & o] 3.0
Schnorr(1)Las (..:w‘,ﬁl
LS A e
S Clssl P2 25125, pUslsds S—
Ao ol 4221605 glp- 1as sosb 4 gds)sae S
ass okl g =h (p-1)/gs il g1 o165 Zp*osl, Qaio
A lisll; gy ep—
LS Ol Z0 s 1, Xods —
LS ale Y = gX (MO P)adal; 5115 Y 5lkie—
By sl o gt S X e ges LIS -
(2) Schnorr slasl (.:wisn
Ll plnile
LS ool ZQ s 1, Ksas gslas [ 5b 4 oliS Lasl—

25 o ales I=gK (MO P) ket 5115 T luis —

108




AL o 4 1S Slan )3 U S Nas 55 oaslme € = N(r M) e, 511, € e —
JAS s anls S=K - X€ (MO () alat, 511, S lotie—
5 g Leal s ply Ol Jws slasl S=(e, S) ,lui T3 T —
(v) Schnorr (sLas ‘.:w,in
Lasl uole
25 gl = QS X ye (Mod p)abat, 5116 luie—
AL et Liasl &y 5o 0f ys b € = h(r,m) 31—
Aol e ol Lael &y sea] 83—
(1) (DSA )t bl 5,8
S A e
S O] (L V2 YE BOVYP Ul sutaS —
S SlsigP- 1esC an V1) Ol saa —
oS Sbslg = h(P-1)/05 1algF Las sl 4,58ZP% s 1) Gt —
Seas Ll P00 —
S OlslZg s | X sae —
S alwey= gX (MOd P) Ll 5l LYsae—
S 8l X o goat LIS 5 Y o sas LS —

(2) (DSA )dtoms sbasl oz, K

109



Lzl <=l;gl°

S ool sl jge Z0 s 1, Koae siis Lasl—

LS s 4l =gk (Mmod p) (Mod q) i, 511, rsae—

LS o anwls STK-1 X (SHA-1(M) + xr) (mod )k, 511, Ssae—
Syl S=(1,S) ke cir Sglasl—
(3) (DSA )loms sbias! 42,8

Lzl Al

Al o e ablael oo pal o s ﬁj)vﬁ.u{d}fgmpOSSS 0,0 <rsq s~
oS o dla U= SHA-1(M) X s-1(mod )k, ;i It lai—

o3l ey U =T X s-1(mMod q) kel 51U G~

Al o e psliaal &g 013 AL s I=gEX yu (Mod p)(Mod q) 4t S+
ol s 36 L2l &y gom ] 8y
DSS v ol 5 cute 0SS

:DSScis oo

Al e el S slael Jsb—

S o D3 firg e IS A 5

23 o 05 Dl Laal Oloj 4y 58 AS 0 15 5 dsloma 1) T 0l 5 2l oliS el 45 55 500 5o

w\aM%U&dejbb};Lm‘w‘—

110



DSS ie oo

5L i S5 RSA L DSS —

gl ey wlaal G iy A L3 i )y S S
il o RSAGH SuS w5 0 Vo v Ll Cms pns A o
DSS 5,151 w5 o153 ¢ 5 g5l eoly

S Sl gl e gla g3l esly DSS e
5 DSA p-:i)ji-”)" égﬁmjsjm‘s)\).é\pj el s e se gla (g5l ool Sole a®
.L.SJOJU.L»:‘)‘JA‘W

.J.::r.:.a\‘,;'- M\)\)bbé‘)‘)’.‘é‘ﬁ}j‘gé‘)bé‘C@wéibo}%‘j‘&u‘\ij@

(V) ol 3 p 5 g5l o2l

e 45 3L e e paCKage ;i « e S Java Cryptography Extension (JCE) »
LS a2l 5550 ee 4 5L aS (68 sl bl ol ool 0 15 e 5Y

LS)&}‘)_

AS o 5

LS 15—

(MAC) by Lol s IS 5 S

Ll dlis 5 (sl ankad (0Ll ¢ Oolire LS 50y o 5l il gla (5 50—

LS o Sletdy

Y] o1Sign @U Lis 4l aS s bl asloly 5 DSA i3l e Solw esly 3l ol 4 sal®

o) 0

111



(Y) B p 5 ol 0l

public v?id sTgnMethod()

try |
KeyPaircenerator keysen = KeyPairGenerator.getInstance('Dsa", “sSUn"];
Securerandom random = SecureRandom.getInstance("SHALPRNG", "SUN"J;
keycen.initialize(1024, random);
keyPair pair = keyGen.generatekeyPair();
Privatekey priv = pair.getpPrivate(];
PubTickey pub = pair.getpPublic(];
SfGenerating P, Q and G
new BigInteger(pl,l&);
new BigInteger(gl,l6);
new BigIntegerigl,16);

NPl
nnn

A4 Generating x , y and
do 1

generate_rand);

x.abhs();

Eenerate_rand(j;

LabsO;

., compareTola);

K. compareTo(q);
T while (xamp '= -1 && kamp !'= -10;
¥ = G.modPow(x, PJ;

S 5igning the message m
R = %G.dePDW(K,P)j.de(Q);
Rtxt.setText(R.tDString());

BigInteger Kinv = K.modInverse(ql;
BigInteger Sintl = xX.multiply(RD;
BigInteger sintZ hshm. add{sintl];
BigInteger Sint3 Kinv.multiply(sint2);
S = sint3.mod(al;
textField2. setText (S, tostring));
textFieldl. setText (v.tostring));
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nmnnn

Eoa 4
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catch (Exception ) {
system. err.printing"cCaught exception " + e.tostring());
T
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