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Algorithm : First Detection Layer - heuristic rules
Input:
- Ts_i: Instance Data of Testing Data Set
Output:
isattack : 0 is not attack and 1 is attack
: //rule 1: guess_passwd detection
if (num_failed_logins >0) and (is_guest_login==0)
Isattack=1;
Return;
/lrule 2: warezmaster detection
if ((protocol_type == tcp) and (service ==ftp
or service ==ftp_data ))
if ((duration > 0 and src_bytes >0 and dst_bytes =0)
or (hot >0 and is_guest login ==1))
Isattack=1;
Return;
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Algorithm : Third Detection Layer - Classifier
Input:

- Ts i:Instance Data of Testing Data Set

- Tr_structure : structure of random forest
Output:

- isattack : 0 is not attack and 1 is attack

1: if (Tr_structure (Ts_i) == attack)

2: Isattack=1;

3: Return;
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Algorithm : fitness of genetic clustering

Input:

- ch:chromosome;

- Tr_d: Data of Training Data Set

Output:

- F v: Value of Fitness

1: set label for all instance of tr_d by nearest to Genl or
Gen2;

2: split tr_d to claster] and claster2 by labels;

3: compute intra and extra quality of classter] and

claster2;
4: set Fitness value(F_v) for qualities;

5: Return F_v;
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Algorithm : Second Detection Layer - clustering
Input:

- Ts_i: Instance Data of Testing Data Set

- Ts cl : center of clusters anomaly

- Ts_c2: center of clusters normal

Output:

- isattack : 0 is not attack and 1 is attack

1: if (distacnce(Ts_i,Ts_cl) < distacnce(Ts_i,Ts ¢2))
2: isattack=1;

3: Return;
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detection evaluation." DARPA Information Survivability
Conference and Exposition, 2000. DISCEX'00.
Proceedings. Vol. 2. IEEE, 2000.

L 93 9 3

! Denial Of Service

2 Remote To Local

3 User To Root

4 Intrusion Detection Systems
3 Firewall

¢ Signature-Base Detection
7 Anomaly-Base Detection
8 Hybrid

9 Heuristic Rules

19 Clustering

1 Genetic Algorithm

12 Classification

13 Random Forest

M0 Recurrent Neural Networks
™ Neural Networks

16 Chromosome

17 Gen

18 Allele

19 Fitness Function

20 Decision Trees

2! Darpa

22 True Positive

23 True Negative

24 False Positive

%5 False Negative

26 Accuracy

27 Detection Rate

28 False Positive Rate

90.00%—

80.00% -}

70.00% -

60.00% -

50.00% -

40.00%-|

30.00% -

20.00%|

10.00%|

0.00%
Rnn [4] Fuzzy[5] Proposed

KDDTest+ §3.28 84.12 86.75
KDDTest-21 68.55 68.82 75.00

B KDDTest+ B KDDTest-21
l:o”:.a“),ilh}f&é:wlio:(\/)ﬁ

1y 33l 03,8 oalitasl L35 i iuesms 25 sly NSL-KDD
> 9 039 gy ke (S (gilome (lad Al e & amo e LS
S 5 e gy 5l edlaiwl 15 g Canl 3L Hln ol )3 leMbl Kl
3l a5 5 oail ola)lS 13 Lo g oo et sy LialS el

oS 030l 395 (Do) (B33 oy g0 sl alale Wi 3504, S5

&l

[1] Sabhnani, Maheshkumar, and Giirsel Serpen. "KDD
Feature Set Complaint Heuristic Rules for R2L Attack
Detection." Security and Management. 2003.

[2] Fuchsberger, Andreas. "Intrusion detection systems and
intrusion prevention systems." Information Security
Technical Report 10.3 (2005): 134-139.

[3] Tavallace, Mahbod, et al. "A detailed analysis of the
KDD CUP 99 data set." Computational Intelligence for
Security and Defense Applications, 2009. CISDA 2009.
IEEE Symposium on. IEEE, 2009.

[4] Yin, Chuanlong, et al. "A Deep Learning Approach for
Intrusion Detection Using Recurrent Neural Networks."
IEEE Access 5 (2017): 21954-21961.

[5] Ashfaq, Rana Aamir Raza, et al. "Fuzziness based semi-
supervised learning approach for intrusion detection
system." Information Sciences 378 (2017): 484-497.

[6] Al-Yaseen, Wathiq Laftah, Zulaiha Ali Othman, and
Mohd Zakree Ahmad Nazri. "Multi-level hybrid support
vector machine and extreme learning machine based on
modified K-means for intrusion detection system." Expert
Systems with Applications 67 (2017): 296-303.

[7] Aissa, Naila Belhadj, and Mohamed Guerroumi. "A
genetic clustering technique for Anomaly-based Intrusion
Detection Systems." Software Engineering, Artificial
Intelligence, Networking and  Parallel/Distributed
Computing (SNPD), 2015 16th IEEE/ACIS International
Conference on. IEEE, 2015.

[81 [7]1 Davis, L. (1991). Handbook of genetic algorithms.
New York: Van Nostrand Reinhold, (n.d.).

[9] Breiman, Leo. "Random forests." Machine learning 45.1
(2001): 5-32.

[10] Cunningham, Robert K., et al. Evaluating intrusion
detection systems without attacking your friends: The
1998 DARPA  intrusion detection  evaluation.
MASSACHUSETTS INST OF TECH LEXINGTON
LINCOLN LAB, 1999.

[11] Lippmann, Richard P., et al. "Evaluating intrusion
detection systems: The 1998 DARPA off-line intrusion



