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Abstract—Certificateless signature (CLS) schemes aim 

to eliminate the need of certificates in traditional public-key 
signature schemes and also to resolve the inherent key-
escrow problem of identity-based signature schemes. There 
are a vast number of secure CLS schemes in the literature; 
however, the usage of map-to-point hash functions and 
bilinear pairings in their constructions makes them less 
efficient to be applicable in many real-world applications. 
Recently, Karati et al. proposed an elliptic curve based CLS 
scheme in which there exists neither any bilinear pairing nor 
any map-to-points hash function. The authors claimed that 
the proposed CLS scheme is existentially unforgeable against 
both types of adversaries considered in certificateless 
cryptography. However, in this paper, we show that this 
claim is wrong and a type-1 adversary of certificateless 
cryptography can forge the signature of any signer on any 
message of his choice in this scheme. We further slightly 
modify Karati et al.’s scheme in order to make it secure in 
the standard security model of a CLS scheme. Meanwhile, 
the proposed improved scheme preserves all the efficiency 
properties of Karati et al.’s scheme.  

Keywords— Digital signature, Certificateless 
cryptography, Elliptic curve , Forgeability, Improvement. 

I. Introduction 

In traditional publichkeyhinfrastructure (PKI), users’ 
publichkeys are random values which are computed based 
on the users’ private keys. Then, digital certificates are 
used in order to bind the publichkeys and their 
corresponding identities together. However, this approach 
suffers from the complexity of certificatehmanagement 
problem. To overcome this drawback, in 1984, Shamir 
introduced the notion of identity based cryptography in 
which the public key of a user is his identity and the private 
keyhcorresponding to this identity is computed by a 
trusted third party (called privatehkeyhgenerator (PKG)) 
using its masterhsecrethkey and is transferred to the user 
via a secure channel [1]. Unfortunately, identityhbased 
cryptosystems suffer from another drawback called 
keyhescrow problem which means that the users are not 
the only ones who have access to their private keys. In 
order to simultaneously solve both the certificate 
management and the keyhescrow problems, in [2], Al-
Riyami and Paterson introduced the notion of 

certificateless cryptography. In certificateless 
cryptosystems, there exists still a trustedhthird party (here, 
called keyhgenerationhcenter (KGC)) that is supposed to 
help users to generate their private keys using its master 
secrethkey. In this setting, each user’s privatehkey is 
composed of two parts: a partial private key which is 
generated by KGC and a secret value which is chosen 
privately by the users themselves. Moreover, the users 
should compute their public keys using their secret values 
and publish them without being required to be certified. 
The adversarial model of certificateless cryptography 
consists of two types of adversaries: a type-1 adversary 
 that simulates ordinary malicious users of the (ଵܣ)
cryptosystem and a type-2 adversary (ܣଶ) that simulates a 
malicious KGC. To perfectly simulate these adversaries, ܣଵ is allowed to replace the public keys of users with 
values of its choice and  ܣଶ is given access to the master 
secret key.  
The first certificatelesshsignature (CLS) scheme was 
proposed by Al-Riyami and Paterson in 2003 [2]. After 
that, a vast number of signature schemes were proposed in 
this setting including ordinary signaturehschemes [3-9], 
proxyhsignature schemes [10-13], aggregatehsignature 
schemes [14-18], signature schemes with designated tester 
[19,20], thresholdhsignature schemes [21-23], and etc. 
However, among these schemes, only those that use either 
bilinear pairings or map-to-point (MTP) hash functions are 
secure. Nevertheless, the computational costs of 
operations corresponding to bilinearhpairings and MTP 
hash functions are very high compared to other 
cryptographic operations. Therefore, the mentioned secure 
CLS schemes suffer from performance deficiencies. 
Recently, in [24], Karati et al. proposed a CLS scheme 
based on elliptichcurve that neither uses bilinearhparings 
nor MTP hash functions. According to the authors’ claim, 
in addition to the low computational costs, their CLS 
scheme provides existential unforgeability against 
adaptive chosen-message and -identity attacks in the 
standard adversarial model of certificateless cryptography. 
However, in this paper, we disprove their claim and show 
that their scheme is not secure. More precisely, we show 
that a type-1 adversary of certificatelesshcryptography 
 is able tohforge any signer's signature on any message (ଵܣ)
in Karati et al.’s scheme by accessing a pair of message 



and its corresponding signature of this signer. 
Furthermore, we modify Karati et al.’s scheme in such a 
way that the existential unforgeability in the standard 
security model of CLS schemes is provided, while the 
efficiency properties of Karati et al.’s scheme is also 
preserved.  
The rest of this paper is organized as follows. Section II 
reviews preliminary materials. In Section III, the 
framework and security definition of a CLS scheme is 
provided. We review Karati et al.'s CLS scheme in Section 
IV.  In Section V, we provide the details of our 
cryptanalysis indicating how a forgery can be done in this 
scheme. The proposed improvement and its proof of 
security are provided in Section VI and VII. Finally, 
conclusions are made in Section VIII. 
 

II. Preliminaries 

In this section, we provide the definition of the elliptic 
curve discrete logarithm problem (ECDLP) which will be 
needed in the security analysis of the proposed improved 
scheme.  

Definition 1. Let ܧ be an elliptic curve over a finite field 
of the large prime order ݌. Then the ECDLP is that given 
a group ܩ of elliptic curve points with large prime order ݍ, 
a generator ܲ of ܩ and a point ܳ ∈ ݔ compute ,ܩ ∈ ܼ௤∗ 
such that ܳ =  .ܲݔ
 

III. Certificateless signature schemes (CLS) 

In this section, the framework of a CLS scheme and its 
security definition are provided. 

 

A. The framework 

A CLS scheme consists of the following six algorithms. 
1. Setup: Given the security parameter ݇	 as input, the 

KGC generates the master secret key	ܭܵܯ, and the 
public parameters	ݏ݉ܽݎܽ݌ through this algorithm. It 
keeps ܭܵܯ secure and publishes ݏ݉ܽݎܽ݌. 

2. Set-Partial-Private-Key: Given ܭܵܯ ,ݏ݉ܽݎܽ݌, and a 
signer’s identity ܦܫௌ		as input, the KGC computes a 
partial private key ܦௌ		corresponding to this signer 
through this algorithm and sends the computed partial 
private key to him via a secure channel.  

3. Set-Secret-Value: Given ݏ݉ܽݎܽ݌ as the input, the 
signer ܵ	obtains a secret value ݔௌ through this 
algorithm. 

4. Set-Public-Key: Given ݏ݉ܽݎܽ݌, ܵ’s secret value ݔௌ 
and his partial private key ܦௌ as the input, the signer ܵ	obtains his corresponding public key	ܲܭௌ through 
this algorithm. 

5. CLS-Sign: Given	ݏ݉ܽݎܽ݌, a message	݉, the signer’s 
secret value ݔௌ, his partial private key ܦௌ and his 
public key ܲܭௌ	as the input, the signer generates a 
signature	ߪ	on the message ݉ through this algorithm 
and sends (݉,  .to the verifier	(ߪ

6. CLS-Verify: Given	ܦܫ ,ߪ ,݉ ,ݏ݉ܽݎܽ݌ௌ, and ܲܭௌ as 
the input, the verifier can check the validity of 

 through this algorithm. The output of this algorithm	ߪ
is ܸܦܫܮܣ if ߪ	is a valid signature on the message ݉ 
and ܦܫܮܣܸܰܫ otherwise. 

 
B. The security model 

A CLS scheme will be called secure if it provides 
existentially unforgeability against adaptive chosen-
message and -identity attacks in the standard adversarial 
models of certificateless cryptography. According to the 
literature, two types of adversaries are considered in the 
standard adversarial model of certificateless cryptography: 
a type-1 adversary (ܣଵ), that does not access the master 
secret key, but is able to replace any signer’s public key 
with any value of its choice; and a type-2 Adversary (ܣଶ), 
that has access to the master secret key but is unable to 
perform public key replacement. The security of a CLS 
scheme is modeled via two games played between a 
challenger ܥ and adversaries ܣଵ or ܣଶ.  

Game 1: This game is played between a challenger ܥ 
and a type-1 adversary of certificateless cryptography ܣଵ 
and consists of the following phases: 

 Setup: In this phase, the challenger ܥ generates 
the master secret key ܭܵܯ and the public 
parameters ݏ݉ܽݎܽ݌. It keeps ܭܵܯ secure and 
sends ݏ݉ܽݎܽ݌ to ܣଵ. 

 Queries: In this phase, ܣଵ is allowed to perform a 
polynomially bounded number of the following 
queries and ܥ	 provides answers of these queries 
to ܣଵ. 
• Request-Partial-Private-Key (ܦܫூ): by 

providing ܦܫூ as the input to this query, ܣଵ 
receives ܫ’s partial private key ܦூ  as the 
output. 

• Request-Secret-Value (ܦܫூ): by providing ܦܫூ as the input to this query, ܣଵ	receives ܫ’s 
secret value ݔூ  as the output. 

• Request-Public-Key (ܦܫூ): by providing ܦܫூ  
as the input to this query, ܣଵ	receives ܫ’s 
public key ܲܭூ  as the output. 

• Replace-Public-Key (ܦܫூ,  ூ): by′ܭܲ
providing ܦܫூ and ܲܭ′ூ  as the input to this 
query, ܣଵ changes the public key ܲܭூ  
corresponding to the user ܫ with another 
value ܲܭ′ூ  of its choice. 

• CL-Sign (ܦܫூ,݉): by providing ܦܫூ  and ݉  as 
the input to this query, ܣଵ receives ߪ as the 
output which is a valid signature of the user ܫ on the message ݉. 

 Output: Finally, when ܣଵ	decides to end the 
queries phase, it outputs a signature σ for a 
selected message m on behalf of a targeted signer 
with identity	ܦܫ, and wins the game if the 
following conditions are fulfilled: 
• The output of performing CLS-Verify on the 

input	ܦܫ ,ߪ ,݉ ,ݏ݉ܽݎܽ݌, and ܲܭ	is ܸܦܫܮܣ 
where	ܲܭ is the corresponding public key to 
the user with identity ܦܫ. 

• The query Request-Partial-Private-Key(ܦܫ) 
wasn’t performed by ܣଵ in the queries phase 

• The query CL-Sign(ܦܫ,݉) wasn’t queried in 
the queries phase. 



Definition 2. A CLS scheme is Type-1 secure against the 
adaptively chosen-message and -identity attacks if the 
winning advantage of any polynomially bounded 
adversary ܣଵ be negligible in Game 1. 

Game 2: This game is played between a challenger ܥ 
and a type-2 adversary of certificateless cryptography ܣଶ 
and consists of the following phases: 

 Setup: In this phase, the challenger ܥ generates 
the master secret key ܭܵܯ and the public 
parameters ݏ݉ܽݎܽ݌ and sends them to ܣଶ. 

 Queries: In this phase, ܣଶ is allowed to perform a 
polynomially bounded number of queries as in 
Game 1 and ܥ provides answers of these queries 
to ܣଶ in the same way. The only constraint is 
that ܣଶ cannot replace any public keys. Note that 
since ܣଶ knows the master secret key, it can 
compute the partial private key of any identity. 

 Output: Finally, when ܣଶ decides to end the 
queries phase, it outputs a signature σ for a 
selected message m on behalf of a targeted signer 
with identity ܦܫ, and wins the game if the 
following conditions are fulfilled: 

• The output of performing CLS-Verify 
on inputs ݏ݉ܽݎܽ݌, ݉ ܲ and ,ܦܫ ,ߪ ,  is the corresponding ܭܲ ,where ܦܫܮܣܸ be  ܭ
public key to the user with identity ܦܫ. 

• The query Request-Secret-Value(ܦܫ) 
wasn’t performed by ܣଶ in the queries 
phase 

• The query CL-Sign(ܦܫ,݉) wasn’t 
queried in the queries phase. 

Definition 3. A CLS scheme is Type-2 secure against the 
adaptively chosen-message and -identity attacks if the 
winning advantage of any polynomially bounded 
adversary ܣଶ be negligible in Game 2. 
 

IV. Review of Karati et al.'s CLS scheme 

The CLS scheme of Karati et al. consists of the following 
algorithms: 

Setup: Given the security parameter ݇	as the input, the 
KGC: 

• Generates an elliptic curve group ܩ௤  of the prime 
order ݍ. 

• Chooses a random integer ݈ ∈ ܼ௤∗ and a generator ܲ ∈ ௤ܩ . 
• Chooses two cryptographic hash functions ܪ,ܪଵ: ሼ0,1ሽ∗ × ௤ܩ × ௤ܩ → ܼ௤∗. 
• Computes	 ௣ܲ௨௕ = ൛ ௣ܲ௨௕ଵ, ௣ܲ௨௕ଶൟ = ሼ݈ܲ, ݈ିଵܲሽ. 
• Keeps ܭܵܯ = ݈	safely as the master secret key, 

and publishes the public parameter  ݏ݉ܽݎܽ݌ = ൛ܩ௤, ,ݍ ܲ, ௣ܲ௨௕,  .ଵൟܪ,ܪ
Set-Partial-Private-Key: Given ܭܵܯ ,ݏ݉ܽݎܽ݌, and the 

signer’s identity ܦܫௌ as the input, the KGC: 
• Chooses a random value ݎ ∈ ܼ௤∗. 
• Computes	ܴௌ = ℎ ,ܲݎ = ,ௌܦܫ)ܪ ܴௌ, ݕ  ,(ܲ = ቂ݈ିଵ + ቀ௟௥ቁ ℎቃ	(݉݀݋	ݍ) and ܳௌ =  .ଵܲି݈ݎ

• Sends the partial private key ܦௌ = ,ݕ) ܴௌ, ܳௌ) 
to the signer ܵ via a secure channel. ܵ	accepts	ܦௌ	as a valid partial private key if  ܴݕௌ = ܳௌ + ℎ ௣ܲ௨௕ଵ. 

Set-Secret-Value: Given ݏ݉ܽݎܽ݌ as the input, the 
signer ܵ	chooses a random integer	ݔௌ ∈ ܼ௤∗  as his secret 
value. 

Set-Public-Key: Given ݏ݉ܽݎܽ݌, ܵ’s secret value ݔௌ and 
his partial private key	ܦௌ = ,ݕ) ܴௌ, ܳௌ) as the input, the 
signer	ܵ	computes	෩ܳ ௌ = ௌܭܲ and publishes	ௌܴௌݔ = ൫ܴௌ, ܳௌ, ෨ܳௌ൯ as his public key. 

CLS-Sign: Given	ݏ݉ܽݎܽ݌, a message	݉,	ܵ’s secret 
value ݔௌ, his partial private key ܦௌ = ,ݕ) ܴௌ, ܳௌ) and his 
public key ܲܭௌ = ൫ܴௌ, ܳௌ, ෨ܳௌ൯ as the input, the signer ܵ: 

• Chooses a random value ݐ ∈ ܼ௤∗. 
• Computes	ܶ = ݒ ,ௌܴݐ = ,ௌܦܫ⨁݉)ଵܪ ܶ, ܳௌ) 

and ߬ = ݐௌሾݔ + ௌݔݒ +  .(ݍ	݀݋݉)	ሿିଵݕ
• Sends ߪ = (߬, ܶ)	as his signature on ݉	to the 

verifier. 
CLS-Verify: Given 	ܦܫ ,ߪ ,݉ ,ݏ݉ܽݎܽ݌ௌ, and ܲܭௌ as the 

input, the verifier  
• Computes	ℎ = ,ௌܦܫ)ܪ ܴௌ, ݒ ,(ܲ = ,ௌܦܫ⨁݉)ଵܪ ܶ, ܳௌ)	and ܴᇱ = ܶ + ߭ ෨ܳௌ + ℎ ௣ܲ௨௕ଵ + ܳௌ. 
• Outputs ܸܦܫܮܣ if ෨ܳௌ = ܴ߬ᇱ	and ܦܫܮܣܸܰܫ		otherwise. 

 

V. Cryptanalysis of Karati et al.'s CLS scheme 

Karati et al. claimed that their CLS scheme is 
existentially unforgeable against adaptive chosen-message 
and –identity attack in the standard security model of CLS 
schemes [24]. However, in this section, we disprove their 
claim. This is done by showing that the type-1 adversary 
of certificateless cryptography (ܣଵ) is able to generate a 
valid forged signature on behalf of any signer ܵ on any 
arbitrary message ݉ᇱof his choice during Game 1. 

Let ܵ		be a signer with identity 	ܦܫௌ and public key	ܲܭௌ. 
The followings are the details of what ܣଵ should do during 
Game 1 to generate a valid forged signature ߪᇱ on a 
message ݉′ on behalf of	ܵ: 

1. It allows ܥ	running the setup algorithm of Karati 
et al.’s scheme and gets the system parameters ݏ݉ܽݎܽ݌	as the output. 

2. It issues a Request-Public-Key query on the input ܦܫௌ and receives ܵ’s public key ܲܭௌ =(ܴௌ, ܳௌ, ෨ܳௌ) as the output. 
3. It issues a Request-Secret-Value query on the 

input ܦܫௌ and receives ܵ’s secret value ݔௌ as the 
output. 

4. It chooses an arbitrary random message ݉ ≠ ݉′ 
and issues a CLS-sign query on the input (ܦܫௌ,݉). As the output, it receives ߪ = (߬, ܶ)	as ܵ’s  signature  (with public key ܲܭௌ and secret 
value ݔௌ) on the message	݉.  

5. By using ,ݏ݉ܽݎܽ݌ 	ߪ = (߬,  ௌ, ݉, ܵ’s publicݔ ,(ܶ
key ܲܭௌ = ൫ܴௌ, ܳௌ, ෨ܳௌ൯ and his identity ܦܫௌ, it: 

a. Computes:    
ݖ          = ௌିݔ߬ ଵ(݉݀݋	ݍ) = ሾݐ + ௌݔ߭ +



  .(ݍ	݀݋݉)	ሿିଵݕ
Note that 	ݔௌ ∈ ܼ௤∗ and therefore it is 
invertible in modulo ݍ. 

b. Computes  ݖᇱ = (ݍ	݀݋݉)ଵିݖ = ݐ + ௌݔ߭  .(ݍ	݀݋݉)	ݕ+
c. Computes	ݖᇱᇱ = ᇱݖ − (ݍ	݀݋݉)ௌݔ߭ = ݕ ߭	 where ,(ݍ	݀݋݉)	ݐ+ = ,ௌܦܫ⨁݉)ଵܪ ܶ, ܳௌ) 

and	ݐ and 	ݕ are both unknowns to ܣଵ. 
6. It chooses a random value ݔ′ௌ, computes ෨ܳ ′ௌ  ௌܴௌ and issues a Replace-Public-Key query on′ݔ=

the input ܦܫௌ, to replace ܲܭௌ = (ܴௌ, ܳௌ, ෨ܳௌ) with ܲܭ′ௌ = (ܴௌ, ܳௌ, ܳ′෩ ௌ). 
7. By using	ݔ ,′′ݖ′ௌ,  to ,ݏ݉ܽݎܽ݌ ௌ, andܦܫ ,ௌ′ܭܲ

forge ܵ’s signature on ݉′, it: 
a. Sets  ܶᇱ = ܶ. 
b. Computes  ߭ᇱ = ,ௌܦܫ⨁′݉)ଵܪ ܶ′, ܳௌ). 
c. Computes  ߬ᇱ = ᇱᇱݖௌሾ′ݔ  .(ݍ	݀݋݉)	ௌሿିଵ′ݔ′߭+
d. Outputs	ߪᇱ = (߬ᇱ, ܶᇱ) as ܵ’s forged 

signature on the message ݉′. 
It can be easily verified that ߪᇱ is a valid signature on the 
message ݉′ on behalf of the signer ܵ. 

 

VI. The improved scheme 

As it is shown in the previous section, the insecurity of 
Karati et al.’s CLS scheme comes from the fact that given 
a pair of a message and any signer’s signature on that 
message, a type-1 adversary of certificateless 
cryptography can compute a value which doesn’t depend 
on the message and can be used later to forge that signer’s 
signature on another message. In this section, we slightly 
modify Karati et al.’s scheme to make it a secure CLS 
scheme. The Set-Partial-Private-Key, the Set-Secret-
Value and the Set-Public-Key algorithms of the improved 
scheme work in the same way as those of Karati et al.’s 
scheme. Therefore, in the followings, we only provide the 
details of the modified algorithms, i.e., the Setup, the CLS-
Sign and CLS-verify algorithms. The same as Karati et 
al.’s scheme, the improved scheme neither uses bilinear 
pairing nor MTP hash functions and therefore, it is almost 
as efficient as Karati et al.’s scheme.  

Setup: Given the security parameter ݇	as the input, the 
KGC: 

• Generates an elliptic curve group ܩ௤	of the 
prime order ݍ, 

• Chooses a random integer ݈ ∈ ܼ௤	∗ and a generator ܲ ∈ ௤ܩ . 
• Chooses three cryptographic hash functions ܪ: ሼ0,1ሽ∗ × ௤ܩ × ௤ܩ → ܼ௤∗, ܪଵ: ሼ0,1ሽଶ௞ × ௤ܩ ௤ܩ× × ሼ0,1ሽ → ܼ௤∗ and ܪଶ: ሼ0,1ሽ∗ → ሼ0,1ሽଶ௞. 

• Computes	 ௣ܲ௨௕ = ൛ ௣ܲ௨௕ଵ, ௣ܲ௨௕ଶൟ = ሼ݈ܲ, ݈ିଵܲሽ. 
• Keeps ܭܵܯ = ݈	safely as the master secret key, 

and publishes the public parameter  ݏ݉ܽݎܽ݌ = ൛ܩ௤, ,ݍ ܲ, ௣ܲ௨௕, ,ଵܪ,ܪ  .ଶൟܪ
 

CLS-Sign: Given ݏ݉ܽݎܽ݌, a message	݉, ܵ’s secret 
value ݔௌ, his partial private key ܦௌ = ,ݕ) ܴௌ, ܳௌ) and his 
public key ܲܭௌ = ൫ܴௌ, ܳௌ, ෨ܳௌ൯ as the input, the signer ܵ: 

• Chooses a random value ݐ ∈ ܼ௤∗. 
• Computes	ܶ = ଵݒ ,ௌܴݐ ,(ௌܦܫ)ଶܪ⨁(݉)ଶܪ)ଵܪ= ܶ, ܳௌ, ଶݒ  ,(0 = ,(ௌܦܫ)ଶܪ⨁(݉)ଶܪ)ଵܪ ܶ, ܳௌ, 1)  

and ߬ = ݐଵݒௌሾݔ + ௌݔଶݒ +  .(ݍ	݀݋݉)	ሿିଵݕ
• Sends ߪ = (߬, ܶ) as his signature on ݉ to the 

verifier. 
CLS-Verify: Given	ܦܫ ,ߪ ,݉ ,ݏ݉ܽݎܽ݌ௌ, and ܲܭௌ as the 

input, the verifier: 
• Computes ℎ = ,ௌܦܫ)ܪ ܴௌ, ܲ), 

ଵݒ  = ,(ௌܦܫ)ଶܪ⨁(݉)ଶܪ)ଵܪ ܶ, ܳௌ, ଶݒ	 ,(0 = ,(ௌܦܫ)ଶܪ⨁(݉)ଶܪ)ଵܪ ܶ, ܳௌ, 1)  
and ܴᇱ = ߭ଵܶ + ߭ଶ ෨ܳௌ + ℎ ௣ܲ௨௕ଵ + ܳௌ. 

• Outputs ܸܦܫܮܣ if ෨ܳௌ = ܴ߬′and ܦܫܮܣܸܰܫ 
otherwise. 

 

VII. Security analysis of the proposed improved 
scheme 

The security of the proposed improved scheme is 
proved in this section through the following theorems. 

Theorem 1. In the sense of Definition 2, the proposed 
improvement over Karati et al.’s CLS scheme is Type-1 
secure against the adaptively chosen-message and -
identity attacks in the random oracle model under the 
intractability of ECDLP. 

Proof. The proof of this theorem will be provided in the 
full version of the paper. 

Theorem 2. In the sense of Definition 3, the proposed 
improvement over Karati et al.’s CLS scheme is Type-2 
secure against the adaptively chosen-message and -
identity attacks in the random oracle model under the 
intractability of ECDLP. 

Proof. The proof of this theorem will be provided in the 
full version of the paper. 

 

VIII. Conclusion 

In this paper, we consider the security of a recently 
proposed certificateless signature scheme and prove that it 
is not existentially unforgeable against the type-1 
adversary considered in the certificateless cryptography. 
More specifically, we show that this adversary is able to 
forge any signer's signature on any message by obtaining 
a pair of message and a signature of this signer on that 
message. Furthermore, we modify Karati et al.’s scheme 
in such a way that the existential unforgeability in the 
standard security model of CLS schemes is provided, 
while the efficiency properties of Karati et al.’s scheme is 
also preserved.  
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