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Abstract—Over the past few years, botnets have emerged
as one of the most serious cybersecurity threats faced by
individuals and organizations. After infecting millions of servers
and workstations worldwide, botmasters have started to develop
botnets for mobile devices. Mobile botnets use different mediums
to communicate with their botmasters. Although significant
research has been done to detect mobile botnets that use the
Internet as their command and control (C&C) channel, little
research has investigated SMS botnets per se. In order to fill
this gap, in this paper, we first divide SMS botnets based on
their characteristics into three families, namely, info stealer, SMS
stealer, and SMS spammer. Then, we propose SMSBotHunter,
a novel anomaly detection technique that detects SMS botnets
using textual and behavioral features and one-class classification.
We experimentally evaluate the detection performance of SMS-
BotHunter by simulating the behavior of human users and SMS
botnets. The experimental results demonstrate that most of the
SMS messages sent or received by info stealer and SMS spammer
botnets can be detected using textual features exclusively. It is
also revealed that behavioral features are crucial for the detection
of SMS stealer botnets and will improve the overall detection
performance.

Index Terms—anomaly detection; dynamic analysis; one-class
classification; SMS botnet

I. INTRODUCTION

The term botnet is used to define a network of compromised
machines under the remote control of a human operator called
the botmaster. The compromised machines are called bots,
short for robots, reflecting the fact that all bots follow the
instructions given by the botmaster [1]. The bots in a botnet
communicate with the botmaster through a communication
channel called the command and control (C&C) channel.

Botnets are developed to carry out a variety of malicious
activities, including but not limited to information theft,
launching distributed denial of service attacks, spreading spam,
stealing computational resources, monitoring network traffic,
and phishing [2], [3]. Financial gain is usually the primary
motivation for the design and development of botnets [1].

Early botnets aimed to compromise personal computers
solely. Nowadays, however, botnets are also developed for

mobile and IoT devices, which have very limited resources
(battery, processor, memory, and bandwidth) and encompass
some particular features not seen in their counterparts. There-
fore, many of the existing botnet detection techniques are
rendered inefficient for such devices.

Among the mobile operating systems, Android has topped
the market, as it has acquired roughly 85 percent of the
worldwide smartphone market share in the first quarter of
2017, according to IDC [4]. As a result, mobile botnets in
general and Android botnets in particular as well as their
detection techniques have gained a growing interest among
research community in recent years [5]–[10].

Although Android was first released in September 2008, the
first Android malware, known as FakePlayer.a, was discovered
in August 2010. This relatively simple malware pretended to
be a movie player with a Microsoft Windows Media Player
icon. However, instead of playing movies, it exploited the
infected mobile device’s texting capabilities to send SMS
messages to premium rate numbers without the user’s consent
or knowledge [11]. From then on, although attackers’ motives
have not changed much, the strategies used in writing Android
malware have continued to evolve toward the employment
of sophisticated techniques, such as anti-debugging and code
obfuscation [12]. Additionally, the functionality of Android
malware has been extended to cover more complex malicious
activities other than sending simple SMS messages to premium
rate numbers.

At the end of 2010, a new piece of Android malware,
known as Geinimi, was discovered. Geinimi is considered
to be the first Android malware to display traditional botnet
functionalities. It was classified as “the most sophisticated
Android malware we have seen to date” by McAfee [13].
Geinimi was repackaged into legitimate apps and consisted of
additional classes to add a backdoor-like functionality. It had
a list of more than 20 commands implemented in its source
code. However, the security companies were not able to see a
fully operational C&C server sending commands back to the
malware. For this reason, it was not confirmed that the intent
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TABLE I
SOME OF THE COMMANDS SUPPORTED BY TIGERBOT

Command Description

*[key]*21* Activate
*#[key] Deactivate
*[key]*17*a*b Send SMS to ‘a’ with content ‘b’
*[key]*18 Capture image

of this malware was to build a mobile botnet [13]. Later in
2012, mobile security companies reported the emergence of
another piece of Android malware called TigerBot, a rather
complicated botnet to date, capable of receiving commands
through SMS to perform malicious activities, such as capturing
images, sending spam SMS messages, and so on. Table I
shows some of the commands supported by this botnet.

In parallel with the outbreak of Android botnets in the
wild, the research community showed high interest in further
studying the Android botnet phenomenon. For example, Xiang
et al. [5] introduced an Android botnet, called Andbot, which
exploits a C&C mechanism named URL Flux to conceal the
botmaster’s commands. Later on, Hamandi et al. [6] demon-
strated how to build and maintain an SMS botnet that targets
Android devices specifically. In their design, they defined a
simple topology that aims at minimizing the number of SMS
messages sent by the botmaster. The topology is a two-level
tree where the root is the botmaster and other nodes are bots.
The bots at level 1 relay commands by sending SMS messages
to the bots at level 2. In addition, Hua and Sakurai [7] proposed
a proof-of-concept SMS botnet that abuses SMS messages
to propagate the botmaster’s commands based on a simple
flooding algorithm. They theoretically proved that the uniform
random graph is the most efficient topology for this botnet.

In this paper, after inspecting the source code and behavior
of different SMS botnets, we group them into three families,
namely, info stealer, SMS stealer, and SMS spammer. Then,
we define a set of textual and behavioral features, and build
two models for SMS messages by training some one-class
classifiers on a dataset of benign SMS messages. We evaluate
the detection performance of SMSBotHunter using a dataset
of SMS messages sent or received by human users as well as
SMS botnets.

The rest of this paper is organized as follows: Section II
briefly reviews related work. Section III presents SMSBotH-
unter. Section IV reports experimental results, and finally
Section V concludes the paper.

II. RELATED WORK

As Android botnets are becoming more and more sophisti-
cated, the use of machine learning techniques is proving more
and more useful in detecting them. Whereas few features might
be sufficient for the detection of simple Android malware,
a variety of distinctive features should be evaluated for the
detection of sophisticated ones.

Feizollah et al. [8] proposed three network-level features,
namely, connection duration, TCP size, and the number of
GET/POST parameters, to learn a classifier for detecting
Android malware. Later on, Meng and Spanoudakis [9] pro-
posed a mobile botnet detection system that uses machine
learning techniques to detect network traffic generated by
mobile botnets.

Although many techniques have been developed for detect-
ing mobile botnets by using their network traffic (as in [8]
and [9]), it seems that little research is carried out, focusing
on detection techniques for SMS botnets per se.

SMS messages initiated by mobile malware, also known as
SIMM messages or malicious SMS messages in this work,
are quite similar and, in many cases, they have identical
structures, leading to a relatively small space of malicious
SMS messages compared to benign ones. Alzahrani and
Ghorbani [14] proposed a framework that has the ability to
identify SMS botnets in Android devices as they are sent
to a central server. The framework provides a model which
applies signature detection on smartphone SMS messages and
behavioral detection on collected data at the central server.
This leads to a response from the decision-and-action module
that sends an action to the smartphone to be performed.
Later on, Kühnel and Meyer [15] investigated the use of
the SVM classifier for classification of malicious and benign
SMS messages. To do so, they first collected a set of 155
SMS messages sent by 35 mobile malware samples through
static and dynamic analysis, and then they obtained a set of
4,539 benign SMS messages from [16]. By combining these
two sets of SMS messages, they created their own dataset.
Further, they designed a set of character-based features to build
their classification model. Eventually, they applied the SVM
classifier with several combinations of designed features to
their dataset. The obtained results showed that by using the
best feature set, they could achieve a minimum detection rate
of 72.06 and a maximum detection rate of 85.54 percent using
5-fold cross-validation. In addition, in their other work [17],
they showed that supervised machine learning algorithms can
reliably detect malicious SMS messages based on features
derived from their content. Further, Johnson and Traore [18]
analyzed the inflow of SMS messages using intents and
proposed a model to detect non-user initiated and malicious
SMS messages on Android devices.

III. OUR WORK AND CONTRIBUTIONS

In this section, we present SMSBotHunter, an anomaly
detection technique that uses one-class classification to detect
SMS botnets on mobile devices. SMSBotHunter consists of
two main steps: training and detection. In the training step, we
train two one-class classifiers on a dataset of SMS messages
sent or received by human users: one classifier for sent
and another for received SMS messages. This results in two
models representing human users’ behavior while sending and
receiving SMS messages. In the detection step, by calculating
deviations from the established models, we decide whether
or not newly arrived SMS messages are related to an SMS



TABLE II
LIST OF TEXTUAL AND BEHAVIORAL FEATURES

Textual Features

1 Total number of characters
2 Percentage of whitespace characters
3 Percentage of slash characters
4 Percentage of numeric characters
5 Percentage of lowercase letters
6 Percentage of uppercase letters
7 Percentage of special characters
8 Entropy of characters
9 Length of the first word
10 Percentage of numeric characters in the

first word
11 Percentage of uppercase letters in the

first word
12 Percentage of special characters in the

first word
13 Total number of words
14 Average length of words
15 Percentage of words with numeric or

special characters
16 Percentage of shorthands
17 Percentage of meaningless words
18 Presence of smileys
19 Presence of URLs

Behavioral Features
20 Input source
21 Contact type (known or unknown)
22 Time difference from last SMS message

botnet. The main advantage of SMSBotHunter is that it does
not require prior knowledge of SMS botnets and can thus
detect new families of them.

The principal challenge in the training step is defining
a suitable set of features that are capable to differentiate
between benign and malicious SMS messages. By observing
the characteristics of malicious SMS messages as well as the
behavior of compromised devices when sending or receiving
these SMS messages, we define a number of features that can
be divided into two main categories: textual and behavioral.
While the former characterizes the textual contents of SMS
messages, the later profiles user behavior while sending or
receiving SMS messages. Our observations show that none of
these features alone is enough to discriminate malicious SMS
messages from benign ones. Table II shows the list of textual
and behavioral features.

A. Textual Features

In order to gain financial profit, many primitive mobile
botnets send SMS messages to premium numbers to generate
profit. These SMS messages usually contain a number or a
short sequence of characters and, thus, differ from those sent
by human users. Features 1, 4, 9, 10, and 13 help us detect
this type of mobile botnet. Some other mobile botnets, such
as TigerBot, are not aimed at making financial gain solely.
Such mobile botnets often steal confidential information from
the infected device or perform other malicious activities after
receiving C&C messages. The C&C commands often contain
a single word with numeric and/or special characters that show
the command number and, thus, differ from normal English

text. Features 4, 7, 9, 10, 12, 13, and 15 helps us distinguish
English text from such C&C messages. Additionally, in some
mobile botnets, the botmaster and bots encrypt their C&C
messages to hide the payload from human users. In such cases,
the encrypted messages are more like random texts, which
differ significantly from meaningful English texts. The en-
crypted messages can be detected by measuring their entropy.
In English text, some characters are more likely to repeat and,
thus, the entropy of English text is usually lower than that
of a randomly generated text. Moreover, words are separated
by whitespaces and, thus, a certain amount of whitespaces is
expected in English text. Additionally, some SMS messages
sent by mobile botnets contain meaningless words (such as
command numbers in C&C messages and URLs in spam
messages). Such words can be detected by checking them
against a dictionary. Features 17 and 19 help us distinguish
such SMS messages from those sent by human users. On
the other hand, some features help us model the behavior
of human users. For example, keyboards on mobile devices
often capitalize the first character of SMS messages. Feature
11 reflects this behavior. Furthermore, human users do not use
special characters or meaningless words very often.

B. Behavioral Features

To improve the accuracy of SMSBotHunter and reduce false
alarms, we also consider behavioral features. These features
help us distinguish benign and malicious SMS messages by
utilizing the user’s interaction with the mobile device.

For the sent SMS messages exclusively, we determine their
input source, which can be KBD, MSG, or APP. The input
source of an SMS message is KBD if it has already been typed
using the keyboard, MSG if there is a similar SMS message
in the user’s inbox, or APP if it is none of the above.

Many malware families such as Zitmo.A and Zitmo.E leak
information by stealing SMS messages from the user’s inbox
and sending it to specific numbers. Such malicious activities
are usually done in order to spy sensitive information or defeat
two-factor authentication. Inspecting the input source of SMS
messages can help us detect such malware.

Other behavioral features can be defined for both sent and
received SMS messages. Many mobile botnets reply to specific
SMS messages sent by their botmasters. These replies are
often automatically generated by the bot app on the user’s
mobile device. Since generating an automatic reply does not
take long, the time gap between receiving an SMS message
containing commands and sending its reply is usually very
small. This can be used to distinguish malicious replies from
legitimate ones. Another distinguishing feature for such replies
is that their input source is neither the keyboard nor the user’s
inbox.

While most of the botnets need to send/receive SMS mes-
sages to/from non-contact numbers (their C&C servers) to
communicate with the botmaster, human users usually contact
others in their contact list. Thus, checking whether or not the
sender or recipient of an SMS message is in the contact list



TABLE III
LIST OF SMS BOTNET FAMILIES IN OUR EXPERIMENTS

SMS Botnet Family Description

Info stealer Steals personal information based on received
commands

SMS stealer Steals SMS messages from the user’s inbox
SMS spammer Sends spam SMS messages

can be beneficial in distinguishing malicious SMS messages
sent by mobile botnets from those sent by human users.

IV. EXPERIMENTS

We implemented a prototype of SMSBotHunter and con-
ducted several experiments to evaluate its performance in
detecting SMS botnets. For this purpose, we developed an
Android app capable of recording the values of features in
Table II upon arrival or departure of SMS messages. We then
used this app to observe the behavior of different Android
apps, including some SMS botnet apps. On the basis of the
insights obtained in this way, we were able to categorize
Android SMS botnets into three distinct families, as shown in
Table III. Since most of the SMS botnet apps we downloaded
could not be run (due to their C&C servers were inactive or
blocked), we simulated the behavior of different SMS botnet
families as well as human users to create our training and
testing datasets.

The text of benign and spam SMS messages was taken
from [16], and the list of C&C commands for the info stealer
family was taken from [12] as well as those we obtained earlier
from our observations. After gathering the texts for benign and
malicious SMS messages, we developed a Java application
to extract the values of textual features from them. In this
application, we considered a word meaningless if it was not
an English word, a shorthand, or a smiley.

To simulate the behavioral features of our datasets, we
considered statistics of SMS communication patterns. To be
more precise, for modeling sent SMS messages, we considered
three equiprobable input sources, namely, KBD, MSG, and
APP (see Subsection III-B for more information). This was
because an SMS message can be typed with the keyboard,
copied from another SMS message, or taken from other apps
(e.g., a web browser). This feature was absent when building a
model for received SMS messages. We also considered the fact
that users often send and receive SMS messages to and from
phone numbers inside their contact list. Hence, we marked
phone numbers in the contact list as known contacts and others
as unknown contacts. For simulating the time difference from
last SMS message, we considered the communication patterns
of 8 users with a single user. The inter-event times between
sending consecutive SMS messages were simulated according
to [19], [20] using the power-law libraries mentioned in [21].

The simulations allowed us to create a training dataset of
2,000 SMS messages sent or received by human users, and
also a testing dataset of 8,700 SMS messages sent or received
by human users as well as SMS botnets.

A. Evaluation

We investigated the usefulness of various features in our
feature set. For this purpose, we ranked the features using three
common ranking methods, namely, chi-square, gain ratio, and
correlation. Tables IV and V report the obtained results for
sent and received SMS messages, respectively.

TABLE IV
RANK OF FEATURES FOR SENT SMS MESSAGES

Feature Rank Chi-Square Gain Ratio Correlation

1 8 20 20
2 4 22 21
3 5 21 1
4 1 4 13
5 13 10 8
6 17 8 22
7 20 5 17
8 15 13 2
9 2 1 5

10 6 2 4
11 22 17 15
12 21 14 10
13 14 18 14
14 10 6 6
15 11 15 19
16 7 7 18
17 9 3 9
18 12 19 3
19 16 12 7
20 3 11 12
21 19 16 16
22 18 9 11

TABLE V
RANK OF FEATURES FOR RECEIVED SMS MESSAGES

Feature Rank Chi-Square Gain Ratio Correlation

1 8 13 2
2 13 1 8
3 6 6 13
4 1 2 1
5 2 11 17
6 5 8 15
7 11 15 14
8 17 17 4
9 15 5 9

10 7 10 10
11 14 7 5
12 4 4 11
13 12 16 7
14 9 18 12
15 10 14 18
16 16 19 16
17 18 12 19
18 19 9 6
19 21 21 3
20 22 22 21
21 3 3 22
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Fig. 1. Detection performance of different models when using textual features only.
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Fig. 2. Detection performance of different models when using both textual and behavioral features.

Clearly, from Table IV, we observe that behavioral features
(Features 20, 21, and 22) are among the top-ranked features
and play a significant role in the detection of malicious sent
SMS messages. It is also revealed that some of the textual
features (e.g., Features 4 and 8) can improve the detection
performance. Further, from Table V, we observe that Features
8 and 13 are among the most discriminative features for
detecting malicious received SMS messages. This may be due
to the fact that info stealer botnets usually use a limited set
of characters in their SMS messages to carry a command to

an infected mobile device and, thus, the text of their SMS
messages has lower entropy and less number of characters.
Also, SMS spammer botnets often send SMS messages that
contain a lot of words and URLs to delude users and, thus,
their SMS messages have higher entropy and more characters.

In addition, in order to evaluate the detection performance
of SMSBotHunter, we built models of human users’ behav-
ior while sending and receiving SMS messages using four
one-class classifiers, namely, Gauss, KNN, Parzen Window
(PW), and PCA. Then, we evaluated these models on our



testing dataset using 10-fold cross-validation. We also tried
our experiments with and without behavioral features. We set
the targeted false positive rate to 1%. Figs. 1 and 2 show
the obtained results in terms of detection rate (DR) and false
alarm rate (FPR). From Fig. 1, we observe that all the one-
class classifiers could achieve relatively good results on info
stealer and SMS spammer botnets using textual features only.
This is due to the fact that SMS messages sent or received by
these botnets usually differ from those sent by human users.
For instance, these SMS messages often contain command
codes or spam texts that vary significantly from normal English
text (i.e., in length and content). However, all the one-class
classifiers show very poor performance in the detection of
SMS messages sent or received by SMS stealer botnets while
using textual features solely. This is because these SMS
messages have the same text as benign SMS messages and,
thus, they cannot be distinguished from them using textual
features alone. The results in Fig. 2 show that behavioral
features could improve the overall detection performance. To
be more precise, behavioral features increase the detection
rate for SMS stealer botnets notably. The reason for such a
significant increase is that SMS messages stolen by this family
have similar text to benign ones, but they are different in terms
of behavioral features. To elaborate more, it takes a little time
for a human user to compose or forward an SMS message,
but almost no time for a bot. Thus, by inspecting the input
source of an SMS message and the time difference from last
SMS message, we can detect automatically generated replies.
However, behavioral features could not improve the results on
info stealer botnets since received commands have no input
source and botmasters sometimes conceal their C&C number
in the contact list.

V. CONCLUSION

In this paper, we presented SMSBotHunter, an anomaly
detection technique based on one-class classification for de-
tecting SMS botnets. SMSBotHunter builds models of SMS
messages sent or received by human users, and then uses these
models to detect SMS messages initiated by SMS botnets.

We categorized SMS botnets into three families, namely,
info stealer, SMS stealer, and SMS spammer. Then, we
simulated the behavior of each of the SMS botnet families
as well as human users to create our training and testing
datasets. The training dataset consisted of SMS messages sent
or received by human users. Using this dataset, we trained
two one-class classifiers, one for sent and another for received
SMS messages. We ran our experiments with four one-class
classifiers, namely, Gauss, KNN, PW, and PCA, and also
different subsets of features. We achieved the best results with
the help of behavioral features. These features increased the
average detection rate for SMS spammer botnets and played
a critical role in detecting SMS stealer botnets. During our
experiments, PCA produced poor results and PW produced
very good results but with many false alarms. KNN and Gauss
usually outperformed other classifiers with Gauss producing

the highest detection rate and lowest false alarm rate on
average among all the SMS botnet families.
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