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Abstract—Key derivation from the physical layer features
of the communication channels is a promising approach which
can help the key management and security enhancement in
communication networks. In this paper, we consider a key
generation technique that quantizes the received signal phase to
obtain the secret keys. We then study the effect of a jamming
attack on this system. The jammer is an active attacker that
tries to make a disturbance in the key derivation procedure
and changes the phase of the received signal by transmitting
an adversary signal. We evaluate the effect of jamming on the
security performance of the system and show the ways to improve
this performance. Our numerical results show that more phase
quantization regions limit the probability of successful attacks.
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Jamming Attack, phase attack.

I. INTRODUCTION

The broadcast nature of the wireless communication makes
it insecure, which threats two security goals, i.e. data con-
fidentiality and integrity. The traditional cryptography-based
security approaches concern about computational complexity
and expensive key management schemes. The physical layer
security (PLS) is a developing approach, which provides
the security and privacy in physical layer of network. Low
computational complexity and provable security are among the
advantages of the PLS in comparing with security approaches
in higher layers [1]-[3].

PLS was first introduced in [4], which studies a wiretap
channel and introduces the secrecy capacity as the security
measure of the communication networks. Since then, several
studies have extended the idea, such as [5] for Gaussian
wiretap channels, [6] for fading channels and [2] for multiple-
input multiple-output (MIMO) communication channels. The
PLS approach attracts more attention in recent years, due to
the uncertainty of traditional cryptography algorithms in upper
layers.

The idea of deriving the secret keys using the randomness
of communication channels was first introduced in [7]. Since
then, many efforts have been dedicated to develop this method.
For example, a key generation scheme is introduced in [8]
which takes advantage of random fluctuation of the com-
munication channels. Most of the proposed methods assume
reciprocity-based approaches in which the channel is fixed
during the key exchange [9]. A detailed description on the
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key exchange solutions in physical layer is discussed in [10].
The idea of deriving the secret keys from the received signal
phase is a practical and relatively new method that utilizes
the randomness nature of signal phase in the communication
medium to generate the keys [11].

In spite of the advantages of the key generation methods
in the physical layer, they are prone to physical layer attacks
including active and passive attacks. If an attacker could
manipulate the channel characteristics between the transmitter
and receiver, then the key exchange algorithms become vul-
nerable and the generated key would be predictable by a smart
attacker [12]. An active attacker, which deliberately changes
the message signals and disrupts physical layer key exchange
was first introduced in [13]. The disruptive jamming attack
introduced in [14] is to minimize key derivation rate in the
network. However, to the best of our knowledge, there is not
any attempts in the literature, that study attacking a secure
communication network, that utilizes received signal phase for
secret key generation.

In this paper, we investigate the problem of jamming attack
to a network that exploits the signal phase to generate the secret
keys. This attack is different from typical jamming attacks as
they disturb the information signal by using relatively high
energy interference to disrupt the legitimate communication
system. We consider one single-tone key derivation technique
which is proposed in [11]. Then we show the effect of a phase
jamming attack on this system in which the jammer tries to
changes the phase of the received signal and disrupts the key
generation process.

The paper is organized as follows: After presenting system
model and key generation method in Section II, we analyze the
phase jamming attack in Section III. In Section IV, we present
our simulation results to evaluate the proposed jamming attack
performance. Finally, the paper has been concluded in section
V.

II. SYSTEM MODEL AND KEY DERIVATION SCHEME
A. System Model

Fig. 1 illustrates the model of communication network
which encompasses a transmitter (Alice), a receiver (Bob) and
a jammer (Mallory). The network is assumed to be static and
the channel is reciprocal. Thus, the channel impulse response
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Fig. 1. Secret key generation model steps [10]

(CIR) is considered to be constant during the key generation
phases. The jammer has a fading channel that is statistically
independent from the main channel between Alice and Bob.

B. Key Generation Algorithm

In this section, we introduce the single-tone key generation
algorithm proposed in [11] which utilizes the phase random-
ness properties of the main channel. For key derivation, first,
Alice transmits a signal x4 (t) = ¢/(27/<t+%4) to Bob, where
fe is the central frequency of the transmitted signal and the
initial phase of the message is considered to be a random
variable by uniform distribution (i.e. ¢4 ~ U[—m,]). Bob
receives the signal y4 p = eI @mfe(t=tap)téa+0) | na,B(t),
where 74 p(t) is the additive white Gaussian noise and 6
denotes the phase response of the channel. Furthermore, the
time delay between Alice and Bob is considered to be ¢4 p.
Bob then estimates ¢4 + 6 as <£A7B. He also, generates a
random value ¢, which is uniformly distributed over [—m, 7]
to quantize the value of S; = ¢4 g + ¢p. Next, the message
rp(t) = e/7fet+é5) is transmitted to Alice by Bob. Alice
receives the signal yp 4 = eI Crfe(t=tp,A)+ép+0) 4 nB,a(t).
As a similar approach in Bob, Alice estimates ¢ + 6 as g% B, A
and quantizes the value of So = qAS B,A + ¢ 4. The quantization
scheme has been discussed in detail in [11]. It is important
that the quantization regions of S; has to be similar to the
quantization regions of S5. Fig. 2 depicts the quantization
regions for () = 16, where @ is the number of quantization
regions. In order to achieve a key agreement, the maximum
allowed received phase differences between Alice and Bob is
27/Q. In the next section, we try to show the likelihood of
key disagreement in the presence of an attacker.

III. PHASE JAMMING ATTACK

In this section, we investigate the impact of a disturbance
produced by an active attacker (jammer) in order to subvert
the key agreement protocol described in the previous section.

We consider adversary to be a phase jammer. She is
an active attacker which aims to change the phase of the
exchanged signal between Alice and Bob to prevent a key
agreement. The jammer transmits a jamming signal as

aar(t) = Aed @ fet) (D

Fig. 2. Quantization regions with @ = 16

Consequently, Alice and Bob receive yar, 4 and yps,p signal,
respectively, which are written as

yM,A(t) = A.ei(welt—tam,a)+0n,4) o UM,A(t)
yu,p(t) = A.e/Cell=tann)¥0nn) 4y p(t)

where 7,4 and s, p are the delay time of the received signals
by Alice and Bob, respectively. 07,4 and 0y p determine the
phase response of hys 4 and hys g, which are assumed to be
the channel impulse response between jammer and Alice and
between jammer and Bob, respectively. We assume that 0y 4
and 0, p are random variables with a uniform distribution in
the range of [—, 7] [15]. In this paper, we eliminate the path
loss and signal distortion during the transmission for the sake
of simplicity.

@

We denote by y4 and yp the total received signals of Alice
and Bob, respectively, which are

ya(t) =yp,a(t) +yar,a(t) 3)
yB(t) = ya,B(t) + ym,B(t).

Fig. 3 depicts the empirical probability density function
(pdf) of the phase of received signals by Alice and Bob, which
is distributed over [—m, 7] interval (for A = 1 and SNR =
4dB). The transmitted and initial phases (¢4, ¢, and 04 p)
are assumed to be zero, as these values are constant. With
these assumptions, the variance of the distribution of, equals
to 1.25.

The jamming attack is called successful when she causes a
key disagreement between Alice and Bob. The key disagree-
ment occurs when the calculated phases (S4 and Sp) are not
. . . . . SA SB
in a same quantization region, i.e. , LQW/QJ # LMJ’ where
|| indicates the integer part function.

As the received signal follows a normal distribution with
zero mean and variance of o2, the attack success probability
(ASP) can be calculated as

1 1
ASP = 5 - §6Tf(

Vor
Q\/o?

where er f(z) is the error function of x, which is described

) “

as
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erf(z) = }/01 e(_¢2)d¢. Q)
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While the mean of the received phase distribution is zero,
it is expected that the received phase places in the first
quantization region. Thus, the error occurs when ¢ < 0 or
¢ > %’“ While ¢ < 0 represents the cumulative distribution

function at point ¢ = 0, which is equal to % When the
jamming signal gets a high power (A > 1), then the received
signal has a uniform distribution. In this case, ASP =1 — L
which can be considered as the upper bound of the ASP.

IV. SIMULATION RESULTS

In order to evaluate the jamming attack, we first examine
the Eq. (4) by comparing the simulation and analytical results
in two scenarios. Hence, we can demonstrate the impact of
jamming power and SNR on the ASP. The system parameters
are Q = 16, SNR =4dB, and A = 1.

Fig. 4 represents the successfulness of attack in terms
of the jammer power. The curves are approaching the limit
value of 1 — é = 0.9375. The relationship between ASP
and the number of quantization regions is illustrated in Fig. 5.
Although increasing the value of () is desirable for improving
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the key generation ratio, Fig. 5 suggests that in this condition,
the key disagreement probability is grown, too.

In Fig. 6, the ASP is demonstrated in terms of SNR. As it
is seen, the Eq. 4 is no longer valid in large and small SNR
values. This is because the received phase does not follow a
normal distribution in these situations. Fig. 7 illustrates the
distribution of received phase for different SNR values. The
received phase contains a uniform distribution over [—m, ],
for small SNRs and over [—7/2, /2] for large SNR values.
Fig. 6 suggests that the Eq. 4 is acceptable in SNRs between
about —5dB to 10dB.

V. CONCLUSION AND FUTURE WORKS

In this paper, we evaluated a jamming attack against a
signal phase approach for key generation. The results suggest
that the attack is less successful in high SNR environments.
Moreover, the key agreement approach is more vulnerable
against the jamming by choosing larger number of quantization
regions (Q), in order to increase the key generation rate. In
fact, there is a trade off between key generation rate and its
vulnerability.
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