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Abstract— Components which are constructed via the
application of basic instructions of modern processors are
common in symmetric ciphers targeting software
applications; among them are polynomials over Z,=, which fit
n-bit processors. For instance, the AES finalist RC6 uses a
quadratic polynomial over Z,s::. In this paper, after some
mathematical examination, we give the explicit formula for
the inverse of RC6-like polynomials over Z,» and propose
some degree-one polynomials as well as some
self-invertible (involutive) quadratic polynomials with better
cryptographic properties, instead of them, for the use in
modern software-oriented symmetric ciphers. Then, we
provide a new nonlinear generator with provable period,
which could be used in stream ciphers and pseudo-random
number generators.
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l. INTRODUCTION

Some designers of symmetric ciphers use components
which are constructed by basic instructions of modern
processors in the design of software-oriented ciphers. For
example, the AES finalist block ciphers MARS [1] and
Twofish [2] use multiplication and addition in Z,32, and the
eStream project stream ciphers Rabbit [3] and Sosemanuk
[4] (selected for software profile) use multiplication in Z
and Z,s2. Many lightweight ciphers are also use basic
instructions; among them is the ARX-based block cipher
SPECK [5].

Since polynomials over Z,» could be implemented by only
the operations of addition and multiplication mod 2",
which are built-in instructions of modern n—bit processors,
so, low-degree polynomials are efficient over these
processors. For instance, the AES finalist block cipher RC6
[6] utilizes a quadratic polynomial over Z,s.. One of the
drawbacks of this polynomial is that it has a large set of
fixed-points. In this paper, after some mathematical study,
we present the explicit formula for the inverse of RC6-like
polynomials  in  general and, we  propose
some degree-one polynomials along with some
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self-invertible or involutive quadratic polynomials with
only two fixed-points, for the use instead of them, in design
of modern software-oriented symmetric ciphers. With the
aid of the proposed inverse for RC6-like polynomials, the
presented degree-one polynomials whose inverses are
acquired easily and the proposed self-invertible quadratic
polynomials whose inverses are the same as themselves,
the designers of symmetric ciphers could use these kinds of
polynomials not only in Feistel schemes like the case of
RC6, which do not need the inverse of components, but
also in SPN structures.

Then, based on the mathematical investigation, we propose
a new nonlinear generator with provable period. This
nonlinear generator could be used in stream ciphers and
pseudo-random number generators.

In Section 1, we give preliminary notations and definitions.
Section 111 is dedicated to theoretical aspects of the paper.
In Sections IV we present some applications of the
mathematical study and, Section V is the conclusion.

Il.  PRELIMINARY NOTATIONS AND DEFINITIONS

Throughout the paper k, m, n, r, s and t are natural
numbers. We denote the ring of integers modulo 2™ by Z,n,
the addition in Z,» by +, the left shift operation by « and
the complement of a € z,» by a. Note that 2" —a =a + 1.
The greatest ¢ such that 2¢ divides a € z,» is denoted by
p.(a), the unique inverse of an invertible element a in Z,»
by a=! mod 2™, the Hamming weight of a € Z,» by wt(a)
and the n times composition of a bijection f by itself, by
£, We denote the number of fixed-points of a bijection
f:A— A, i.e. the number of x € A suchthat f(x) = x, by 6.

Let R be a (finite commutative) ring with identity and
r € R. If we have »™ = 0 for some m, then r is said to be
nilpotent. We denote the least ¢ such that vt =0 by ;.

A mapping
fiyn = Ly,



m
f(x) = Z a;xt mod 2™,
i=0
is called a polynomial over Z,». When m = 1, we say that
f is degree-one and when m =2, we call f quadratic.

Suppose that f:Z,» - Z,» is a polynomial such that f is
equal to its compositional inverse; in other words:

fAX) =x,

for any x € Z,n. In this case, we say that f is a
self-invertible or involutive polynomial.

IIl.  THEORETICAL ASPECTS

In this section, we lay a theoretical foundation for the
applications which are presented in Section IV. Firstly, we
give the explicit formula for the inverse of elements of the
form 2t —1 in Zyn.

Theorem 1. The inverse of 2t — 1 modulo 2%, is of the
following form:
2t+1(2t—1 _ 1) (Zt(l%l_l) _ 1)

¢ tIEJ+1_
2t — 2el*t 1 4 o

Proof. Let n = tk +r, 0 < r < t. Since the inverse of odd
numbers in Z,» is unique, it suffices to show that the
multiplication of 2t — 1 by the presented inverse is equal
to 1 modulo 2™:

t+lrot=1 _ 1y(2tk-1) _ 1
2t-1) <2t—2thrl -1+ ( )( )>

2t—1
— 22t _ 2t(k+1)+1 _ 2t _ 2t + 2tk+1 +1
_|_2t(k+1) _ 22t _ 2kt‘+1 + 2t+1

=1 mod 2™

Note that, since t > r, so
2t(k+1)+1 — 2t(k+1) =0 mod 2" n

We know that wt(2¢ — 1) = t. In the next theorem, we
give the Hamming weight of the inverse of 2¢ — 1, modulo
2",

Theorem?2. Let n=tk+7r, 0<r<t,and
s=H =17 mod 2™
Then,

E-Dk-D+t+r—1
wt(s)={

r=>1,

t-Dk-1+t r=20.

Proof. Regarding Theorem 1, s can also be written in the
following form:
k-1
S = 2t _ 2kt+1 -1+ 2(21’—1 _ 1)2 Zit
i=1
k-1
— (Zt _ 1) + (Zt—l _ 1) Z 2it+1 + (Zn _ 2kt+1)_

i=1

Since wt(2t—-1)=t¢t, wt"!'-1)=¢t-1, and
regarding the fact that there are no overlaps between blocks
of 1 in the binary representation of s, so we have

k-1
wt (zt _ 1) + (Zt—l _ 1)2 2it+1 + (271 _ 2kt+1)

=t-Dk-1+t

Now, we should compute wt(2" — 2¥t+1), which is equal
to O when r = 0 and to r — 1, otherwise. [ ]

Next, we give the explicit formula for the inverse of
elements of the form 2t + 1 in Z,n.

Theorem 3. The inverse of 2t + 1 modulo 2%, is of the
following form:
n
2t (2“[%] - 1)
_tlelzl) y 2 )
1-2 + 21 .

Proof. Let n = 2tk + r, 0 < r < 2t. Similar to the proof of
Theorem 1, we have

2t(22kt _ 1)
ot 1 1-— 2t(2k+1)
@+ < v

— 2t +1— 22(k+1)t _ 2(2k+1)t + 2(2k+1)t _ Zt

=1 mod 2™
Again, note that
22(k+Dt = 0 mod 2™, n
Now, we give the explicit formula for the inverses of 3,5
and 7 mod 2™, which are used in Section IV, to obtain the

explicit formula for the inverse of RC6-like polynomials in
general.

Corollary 1. Regarding Theorem 1 and Theorem 3, we
have

371 mod 2"=3-— zzl%J“ +§(22(EJ‘1) — 1),
3
5! mod 2"=1-— 22(2[%“) +§(24EJ - 1),
71 mod 2" =7 — 2331 + 4_78(23@?]-1) 1),

Note that, there are 0(n) algorithms [7] for computing the
inverse of odd elements in Z,n; but Theorem 1, Theorem
3and Corollary 1 give 0(1) algorithms for computing these
inverses in some special cases.

We know that wt(2¢ + 1) = 2. In the following theorem,
we give the Hamming weight of the inverse of 2 +1,
modulo 2.

Theorem 4. Let n=2tk+r, 0 <r <2t and



s=2"+ 1) mod 2"
Then,

kt+1
wt(s) = {

0<rc<t,

k-Dt+r+1 t<r<2t.

Proof. Regarding Theorem 3, s can also be written in the
following form:

k-1
s=1—2@k+Dt _ (Zt -1) Z 2(2i+1)t'
i=0

k-1
=142"— 2(2k+1)t + (zt _ 1) Z 2(2i+1)t_
i=0

Again, since wt(2t — 1) = t, so,

k-1
wt<1 + (2t - 1)2 2(2i+1>f> =kt + 1.

i=0

Therefore, we should verify wt(2" — 2@k+D1) ‘which is
equaltoOwhen 0 < r < tand r + 1, otherwise. [ |

The next lemma is used in Remark 1. Its proof is
straightforward.

Lemma 1: Let R be a (finite commutative) ring with
identity and r € R be nilpotent with k = ;.. Then we have

r—1D1t=-1—r—r—.. —rk1,
and
1—r4+r2—r3+. . +rk? k odd,
r+1nD1t=
1—r+7r2—r34...—rk1 &k even.

Remark 1: In the mentioned four theorems, our approach
was guessing the pattern of the inverses. Another (direct)
proof of these theorems, which is based on Lemma 1, is as
follows: Letn=tk+7r, 0<r <t.Then, k+1= N,
in the ring Z,n». So, by Lemma 1, modulo 2™, we have

(2t —1)"t=—1 -2t — 22— —2tk-D

=20 — (1420 + 224, 421D)

=1+ (142t + 2264, +2tKk-D),

It is not hard to see that this accords with Theorem 1 and
Theorem 2. On the other hand, by Lemma 1, in the case that
k is odd, modulo 2", we have

(F+ 1)1 =1-204.. 200D
= 2" — (2F — 14 2% — 2204 42t _ pt(k-2))

=1+ (28— 1+ 236 =226 4 ..o 4 2t0-D) _ 2t(k=2))
and in the case that k is even, modulo 2", we have
Q4+ 1)7 =1 - 28+, 4203 — ptk=2) 4 ptlk-1)

—on_ (Zt -1+ 23t _ 22t+. N +2t(k—2) _ 2t(k—3) _ 2t(k—1))

=1
+ (28 — 1+ 23t — 224, +260=2) — 2tGk=3) 4 2n — 2tGk-D),

One can check that this coincides with Theorem 3 and
Theorem 4. Proof of next theorem can be seen in [8].

Theorem 5. Suppose that f: Z,» - Z,n With
f(x) = ax? + bx mod 2™

Then, the quadratic compositional inverse (one of the two
quadratic compositional inverses) of f is the polynomial

9:Lyn = Zopn,

gx) = cx? +dx mod 2",
where

c=—-ab+a)Y(b+2a) (b +3a)"t mod 2",
d=0b+a)t—cb+a) mod 2™

In Section IV, we use Corollary 1 and Theorem 5 to present
the explicit formula for the inverse of RC6-like
polynomials, in general.

Now, we present all the degree-one self-invertible
polynomials over Z,x.

Theorem 6. All the 3.2"1 + 2 degree one self-invertible
polynomials over Z,n are as follows

a) f(x)=x+2"1 mod 2,

b) f(x) ="' - 1Dx+v mod 2% v even,

c) f(x)=2"1+1x mod 2%,

d) f(xX) =—x+w mod 2", w € Zyn
Proof. Consider the equation f ®(x) = x mod 2, or

(@>—-1Dx+b(a+1)=0 mod 2™
Evaluating the equation on the points 0 and 1, we have
a’>=1 mod 2",
b(a+1)=0 mod 2".

Now, regarding Theorem 1 in [9], the four cases are
acquired. Note that Case b has 2"~! and Case d has 2"
functions. ]

The following theorem is from [10]. Note that we only give
two of the five cases, for brevity.

Theorem 7. Let n > 6. Then the following polynomials
over Z,» are self-invertible:

e f(x)=—-x+2"vx? mod 2™ r= nT_l, v odd,
e f(x)=(1+2"2w)x + 2" vx? mod 2", w,v odd.

The next lemma presents the number of fixed points of
some special degree-one polynomials over Z,n.

Lemma 2. Let ¢ € Z,» be odd and



[ilyn = Zyn,
f(x) = cx mod 2™
Then the number of fixed-points of f is @, = 2P2(c=1),

Proof. Let s = p,(c — 1). We must count the number of
X € Z,n such that

(c=Dx=0 mod 2™

For x € Z,n, suppose that p,(x) = t. Then cx = 0 mod 2"
iff t =n—p,(c—1); and since the number x € Z,» with
po(x) =7 is 2™", so we have

[y

n-— S—

0, —1= Z 2"—i=22i=25—1,

1
i=n-s =0

and since 0 is also a fixed-point of f, so the lemma is
proved. [ |

Corollary y. The number of fixed-points of the mappings

x — (28 + 1)x mod 2" and x — (2 — 1)x mod 2", from
Zyn to itself is 2¢ and 2, respectively.

The next lemma is used in Section 1V, to construct a new
nonlinear generator.

Lemma 3. Let
n
f(x) =@+ 1x+1 mod 27, S <t<n.

Then,
F™(x) = m2t + Dx+m+2"1(m? —m), m=>1.
Proof. Firstly, suppose that

f(x) =ax+b mod 2™
One can check that

a™ —
F™(x) = a™x + b( p— ) mod 2".
Now, since
t+1)™m =

m
. m(im-—1
Z(T)21f=1+m2f+7( . ) g2t 4oy g,

i=0

Lmz_ Do yyam =0 mod 2m
and
(M) 2 4 o4 27
of =0 mod 2M,
so we have

O (x) = (m2t + Dx + m+ 2871(m% —m) mod 2". m

IV. APPLICATIONS

In this section, based upon the theoretical investigations
of the previous section, we present the explicit formula for
inverse of RC6-like polynomials in general and propose
some degree-one as well as some self-invertible quadratic
polynomials for usage in symmetric cryptography. Then,
we present a new nonlinear generator with provable period,

that could be used in stream ciphers and pseudo-random
number generators.

Consider the general form of RC6 quadratic polynomial:
fiZyn = Zyn,
f(x) =x(2x + 1) mod 2™
By Theorem 5, the (compositional) inverse of f is
G:Lyn = Lopm,
g(x) = cx? + dx mod 2m,
with
¢=-2.3"15"17"1 mod 27,
d=3"1-3c mod 2™

Note that the closed formula for 371, 571 and 71 is given
in Corollary 1.

Example 1. Let
fiZya > Zya,

f(x) =x(2x+ 1) mod 2%

Then, by the above discussion, the compositional inverse
of fis
g:Lyn = Lyn,

g(x) = 14x? + x mod 2™

In the next example, we consider the very quadratic
polynomial of the block cipher RC6 and compute its
compositional inverse.

Example 2. Consider
[i1Zy32 > Zyse,

f(x) =x(2x + 1) mod 232
By Corollary 1, we have

8
371 mod 2% =3 - 22" +2(2% - 1) = 2863311531,
4
51 mod 2" =1-23%+ 5(232 —1) = 3435973837,

48
771 mod 2" =7-2314 7(227 —1) = 3067833783.
Now, notations as above, we have

c=-2.3"15"17"1 mod 232 =1308942414,
and
d =3"1—-3c mod 232 =3231451585.

So, the inverse of the quadratic polynomial of RC6 is
g:Ly32 > Ly32,
g(x) = 1308942414x% 4+ 3231451585x mod 232

We consider three properties for comparing polynomials,
from the cryptographic viewpoint:



1) The number of fixed-points.
2) The implementation cost of polynomials and
their inverses.

3) Whether they are involutions, or not.

It is well-known that the number of fixed-points of
RC6-like polynomials is

21,

which is a drawback, from the cryptographic viewpoint,
and obviously, these polynomials are not involutions. On
the other hand, in modern processors, RC6-like
polynomials are efficient. Note that, the inverses of these
polynomials, which are given in the present paper, are also
efficient in modern processors; so, we could use these
polynomials not only in Feistel schemes, where we do not
need the inverse of mappings, but also in SPN structures.

The degree-one polynomials
e f(x)=3x mod 2%,
e f(x)=7x mod 2"

have two fixed-points, by Corollary 2, and clearly are not
involutive. The explicit formula for inverse of these
degree-one polynomials, could be acquired based on
Corollary 1. Not that, we have

R+ Dx=(x«t) +x,
Ct-Dx=(Cx<«Kt)—=x

Therefore, the implementation cost of these kinds of
polynomials is very low, even in low-end processors, in
which the multiplication operation has a high cost. By
Theorem 2 and Theorem 4, in the mentioned low-cost
processors, the implementation cost of the inverse of these
polynomials is high; but, all in all, in most of modern
processors, the implementation cost of these degree-one
polynomials and their inverses is very low.

Self-invertible polynomials of the form f(x) = —x + 27x2
in Theorem 7 (put v = 1) have only two fixed-points [9]
and are involutions; so, the implementation cost of these
polynomials and their inverses is equal, and since we have

f(x) =—x+ (x> K1) mod 2",

so, these involutive polynomials have a suitable
implementation cost in modern processors.

Remark 2: We propose the degree-one polynomials
fx)=3x=x+(x K1) mod 2"
f)=7x=x+(x K1)+ (xK2) mod 2"

or the involutive quadratic polynomials

f(x) =—x+ (x> K1) mod 2",

instead of RC6-like polynomials, for the use in modern
processors, because of the fact that they have only two
fixed-points and the implementation cost of them (and their
inverses) is low.

Remark 3: We believe that the self-invertible polynomials
presented in Theorem 7:

f(x) =1+ 2" 2w)x + 2" tvx? mod 27,

are not good candidates for the use in cryptography,
because they have a large set of fixed-points [9]. Also, we
think that the degree-one self-invertible polynomials
should be used wittingly. For example, the polynomial

flx)=x+2""1! mod 2%,

is a (bitwise) linear mapping and only flips the most
significant bit of the input. On the other hand, since

w,v odd.

Crl-Dx+v=(x<n-1)+v—x
and
Cl+Dx=(x < (m-1)+x,

so, there is no effective multiplication (or good mixing,
similar to case of 3x and 7x) in any of these degree-on
self-invertible polynomials. It seems that the quadratic
self-invertible polynomials are better candidates for the use
in symmetric ciphers.

In the sequel, we present a nonlinear generator, based upon
Lemma 3. Suppose that f:Z,» » Z,» is a single-cycle
T-function [11], and for an initial value

So = (Son—1++150,0)
let

Si = f(i)(SO) = (Si,n—lv"l Si,O)! 0 <i< zn

It is well-known that the period of {s;};, is 2™ and for a
fixed 0 < j < n, the period of {sl-J-}i>0 is 2/*1, For example,
the period of the output slice corresponding to the least
significant bit is 2. So, the cryptographic properties of the
lower bits of the generated sequence by means of this
single-cycle T-function is not good.

We know that maximal-length LFSRs [12] have good
statistical properties, but are linear. Consider a
maximal-length LFSR. We denote its action on the n—bit
value X by L(X). For an initial value

So = (So,n=11S0,0)
let

si = L9(sy) = (Sin-1rSi0), 0<i<2®—1.
It is well-known that the period of {s;};5, is 2™ — 1 and for
afixed 0 <j <n, the period of {s;;},_isalso 2" - 1.

Here, with the aid of Lemma 3 and based on the above
discussion, we propose a nonlinear generator based on
T-functions and maximal-length binary LFSRs. The
pseudo-code of the proposed generator is given in
Algorithm 1.



Algorithm 1

Input:

A non-zero n-bit initial state I = (0, ...,0);

a maximal-length LFSR (whose action on the input X we
denote by L(X));

md§<t<n

Output:
A sequence of n-bit words with period 2™ — 1.
Begin
S=1
Fori=1to2" -1
Output S + ((S2 —S) < (t — 1)) mod 2"
S=L(S)
End (For)
End (Algorithm)

Now, we show that the period of the output sequence of
Algorithm 1 is 2™ — 1: Consider a single-cycle T-function
f:Z,n - Z,m» and a maximal-length LFSR whose action on
input X we denote by L(x). Fix a nonzero element I € Z,x.
Also, fix an arbitrary element C € Z,» and let

s; = fEPW)(0), 0<i<2m—1.

Since we have

{LLID, LP), ..., LZ"=D(1)} = Z,m\{0},
and

{f(L(I))(C),f(L(Z)(I)) ©), .. ’f(L(zn_z)(I))

©} =2z\(6),

So, the period of {s;};50 is 2™ — 1. Although, we could not
prove a least period for {si,j}b0 for a fixed 0 < j < n, but,
intuitively and experimentally, it can be seen that the period
of the mentioned bit-slices of the output of Algorithm 1 is
high. On the other hand, knowing the output of Algorithm
1, there is no simple way to acquire the previous state of
the proposed generator. Compare this, to the case of LFSRs
or T-functions; in both cases, there are efficient algorithms
to obtain the previous state of the generator. Note that in
Algorithm 1, we have chosen the T-function presented in
Lemma 3 and put C = 0.

V. CONCLUSION

In this paper, firstly we investigate polynomials over Z,n
mathematically and based upon this study, we present the
explicit formula for the inverse of RC6-like quadratic
polynomials over Z,n. Also, we propose some degree-one
along with some self-invertible quadratic polynomials with
better cryptographic properties for the use as a replacement
of them in modern symmetric ciphers targeting
software-oriented applications. Then, we provide a new

nonlinear generator with provable least period for usage in
stream ciphers or pseudo-random number generators.

We believe that the proposed components of this paper
could be used in designing software-oriented symmetric
ciphers. The use of these components in block ciphers,
stream ciphers, hash functions, pseudo-random number
generators and authenticated encryption schemes could be
a good line of research in continuation of the studies of this

paper.
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