oo liiwle gus Jlocis| . Srdycamw| g CVE auwliis Gl sl G b
(OFE S )igy%

CVE-

&S B Visual Studio Code Elevation of Privilege Vulnerability 2022- 11-Oct-22 | 11-Oct-22
41083
Windows Point-to-Point Tunneling Protocol Remote CVE-

oS BTN . . 2022- | 11-Oct-22 | 11-Oct-22

Code Execution Vulnerability

41081
CVE-

oS 4 Microsoft Office Information Disclosure Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
41043
CVE-

&S o Visual Studio Code Information Disclosure Vulnerability | 2022- | 11-Oct-22 | 11-Oct-22
41042
Microsoft SharePoint Server Remote Code Execution CVE-

L) BN Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
41038
Microsoft SharePoint Server Remote Code Execution CVE-

RS BN Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
41037
Microsoft SharePoint Server Remote Code Execution CVE-

W) o Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
41036
CVE-

oS x> |Visual Studio Code Remote Code Execution Vulnerability] 2022- | 11-Oct-22 | 11-Oct-22
41034
oaldiule gun 3y ga . Windows COM+ Event System Service Elevation of CVE-

a £ )5 > Privilege Vulnerability 2022 | 11-Oct-22 | 11-Oct-22
41033
CVE-

P o NuGet Client Elevation of Privilege Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
41032
CVE-

oS o Microsoft Word Remote Code Execution Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
41031
Microsoft SharePoint Server Remote Code Execution CVE-

L) o Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
38053
. . Windows Graphics Component Elevation of Privilege CVE.

L) o Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
38051
CVE-

REp) o Win32k Elevation of Privilege Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
38050
Microsoft Office Graphics Remote Code Execution CVE.

oS o Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
38049
CVE-

RS BTN Microsoft Office Remote Code Execution Vulnerability | 2022- | 11-Oct-22 | 11-Oct-22

38048




Windows Point-to-Point Tunneling Protocol Remote

CVE-

BN . . 2022- | 11-Oct-22 | 11-Oct-22
Code Execution Vulnerability 38047
. Web Account Manager Information Disclosure CVE-
o Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
38046
Server Service Remote Protocol Elevation of Privilege CVE-
BN Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
38045
. Windows CD-ROM File System Driver Remote Code CVE-
> Execution Vulnerability 2022- 1 11-Oct-22 | 11-Oct-22
38044
Windows Security Support Provider Interface CVE-
BN ) - - 2022- | 11-Oct-22 | 11-Oct-22
Information Disclosure Vulnerability
38043
. Active Directory Domain Services Elevation of Privilege CVE-
o Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
38042
CVE-
B Windows Secure Channel Denial of Service Vulnerability | 2022- | 11-Oct-22 | 11-Oct-22
38041
Microsoft ODBC Driver Remote Code Execution CVE-
BN Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
38040
CVE-
o Windows Kernel Elevation of Privilege Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
38039
CVE-
o Windows Kernel Elevation of Privilege Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
38038
CVE-
B Windows Kernel Elevation of Privilege Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
38037
. Internet Key Exchange (IKE) Protocol Denial of Service CVE-
o Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
38036
Windows Workstation Service Elevation of Privilege CVE-
BN Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
38034
Windows Server Remotely Accessible Registry Keys CVE-
BN . . e 2022- | 11-Oct-22 | 11-Oct-22
Information Disclosure Vulnerability
38033
Windows Portable Device Enumerator Service Security CVE-
- Feature Bypass Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
38032
Microsoft WDAC OLE DB provider for SQL Server CVE-
BN . . 2022- ] 11-Oct-22 | 11-Oct-22
Remote Code Execution Vulnerability
38031
Windows USB Serial Driver Information Disclosure CVE-
o 2022- ] 11-Oct-22 | 11-Oct-22

Vulnerability

38030




CVE-

&S B Windows ALPC Elevation of Privilege Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
38029
Windows Print Spooler Elevation of Privilege CVE.

L) o Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
38028
CVE-

&S o Windows Storage Elevation of Privilege Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
38027
Windows DHCP Client Information Disclosure CVE-

oS BN Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
38026
Windows Distributed File System (DFS) Information CVE-

2 = Disclosure Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
38025
CVE-

&S BT Windows Kernel Elevation of Privilege Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
38022
. Connected User Experiences and Telemetry Elevation of CVE.

» > Privilege Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
38021
StorSimple 8000 Series Elevation of Privilege CVE-

S BN Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
38017
Windows Local Security Authority (LSA) Elevation of CVE-

s = Privilege Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
38016
CVE-

&S o Windows Resilient File System Elevation of Privilege 2022- ] 11-Oct-22 | 11-Oct-22
38003
CVE-

&S B Microsoft Office Spoofing Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
38001
Windows Point-to-Point Tunneling Protocol Remote CVE-

S BN . . 2022- | 11-Oct-22 | 11-Oct-22

Code Execution Vulnerability

38000
Windows Group Policy Preference Client Elevation of CVE.

a - Privilege Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
37999
Windows Local Session Manager (LSM) Denial of CVE-

s < Service Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
37998
. . Windows Graphics Component Elevation of Privilege CVE-

) o Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
37997
Windows Kernel Memory Information Disclosure CVE-

oS BN Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
37996
CVE-

S BTN Windows Kernel Elevation of Privilege Vulnerability 2022- | 11-Oct-22 | 11-Oct-22

37995




Windows Group Policy Preference Client Elevation of

CVE-

2 > Privilege Vulnerability 32—%54 11-Oct-22 | 11-Oct-22
Windows Group Policy Preference Client Elevation of CVE.

< JA pP oficy - 2022- | 11-0ct-22 | 11-Oct-22
rivilege Vulnerability 37993
CVE-

&S o Windows Kernel Elevation of Privilege Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
37991
CVE-

&S BN Windows Kernel Elevation of Privilege Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
37990
Windows Client Server Run-time Subsystem (CSRSS) | e

45 g indows Client Server Run-time Subsystem (CSRSS) | 555 | 11.0ct-22 | 11-0ct-22
Elevation of Privilege Vulnerability 37989
CVE-

S B Windows Kernel Elevation of Privilege Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
37988
Windows Client S Run-time Subsystem (CSRSS CVE-

5 A indows Client Server Run-time Subsystem ( ) | 2002- | 12-00t-22 | 11-0ct-22
Elevation of Privilege Vulnerability %
CVE-

&S o Windows Win32k Elevation of Privilege VVulnerability 2022- | 11-Oct-22 | 11-Oct-22
37986
Windows Graphics Component Information Disclosure CVE-

S BTN P P . 2022- | 11-Oct-22 | 11-Oct-22
Vulnerability 37085
Windows WLAN Service Elevation of Privilege CVE-

oS A Vulnerability g 2022- | 11-0ct-22 | 11-Oct-22
37984
Microsoft DWM Core Library Elevation of Privilege CVE-

e a el g 2022- | 11-0ct-22 | 11-Oct-22
ulnerability 37983
Microsoft WDAC OLE DB provider for SQL Server CVE-

RS BTN P! . 2022- | 11-Oct-22 | 11-Oct-22
Remote Code Execution Vulnerability 37082
Windows Event Logging Service Denial of Service CVE.

< A gging Serv 2022- | 11-Oct-22 | 11-Oct-22
Vulnerability 37081
Windows DHCP Client Elevation of Privilege CVE-

oS BT Vulnerability g 2022- | 11-Oct-22 | 11-Oct-22
37980
CVE-

P B Windows Hyper-V Elevation of Privilege Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
37979
Windows Active Directory Certificate Services Securit CVE-

< e Featu‘?e Bypase Y| 2022- | 11-0ct-22 | 11-Oct-22
37978
Local Security Authority Subsystem Service (LSASS) CVE.

S B y y Y 2022- | 11-Oct-22 | 11-Oct-22

Denial of Service Vulnerability

37977




Active Directory Certificate Services Elevation of

CVE-

oS BTN - . 2022- | 11-Oct-22 | 11-Oct-22
Privilege Vulnerability 37976
. Windows Group Policy Elevation of Privilege CVE-

oS o Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
37975
Windows Mixed Reality Developer Tools Information CVE.

) - Disclosure Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
37974
Windows Local Session Manager (LSM) Denial of CVE-

s = Service Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
37973
Microsoft Windows Defender Elevation of Privilege CVE-

oS BTN Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
37971
. . Windows DWM Core Library Elevation of Privilege CVE-

W) o Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
37970
Azure Arc-enabled Kubernetes cluster Connect Elevation CVE.

» = of Privilege Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
37968
Windows Point-to-Point Tunneling Protocol Denial of CVE-

a - Service Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
37965
CVE-

P o Service Fabric Explorer Spoofing Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
35829
CVE-

oS o Windows NTLM Spoofing Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
35770
CVE-

L) BT Windows CryptoAPI Spoofing Vulnerability 2022- | 11-Oct-22 | 11-Oct-22
34689
CVE-

&S B Windows TCP/IP Driver Denial of Service Vulnerability | 2022- | 11-Oct-22 | 11-Oct-22
33645
CVE-

oS B Windows GDI+ Remote Code Execution Vulnerability 2022- ] 11-Oct-22 | 11-Oct-22
33635
Windows Point-to-Point Tunneling Protocol Remote CVE.

S BN . . 2022- | 11-Oct-22 | 11-Oct-22

Code Execution Vulnerability

33634
Windows Point-to-Point Tunneling Protocol Remote CVE-

S BN . . 2022- | 11-Oct-22 | 11-Oct-22

Code Execution Vulnerability

30198
CVE-

oS a4 Microsoft Exchange Information Disclosure Vulnerability ] 2022- | 11-Oct-22 | 09-Aug-22
30134
. Microsoft Exchange Server Elevation of Privilege CVE.

a5 BT 2022- | 11-Oct-22 | 09-Aug-22

Vulnerability

24516




Windows Point-to-Point Tunneling Protocol Remote

CVE-

oS BN . . 2022- | 11-Oct-22 | 11-Oct-22
Code Execution Vulnerability 24504
Microsoft Exchange Server Elevation of Privilege CVE-

) o Vulnerability 2022- | 11-Oct-22 | 09-Aug-22
24477
Windows Point-to-Point Tunneling Protocol Remote CVE.

K BN . . 2022- | 11-Oct-22 | 11-Oct-22

Code Execution Vulnerability

22035
Microsoft Exchange Server Elevation of Privilege CVE-

) o Vulnerability 2022- | 11-Oct-22 | 09-Aug-22
21980
CVE-

P o Microsoft Exchange Information Disclosure Vulnerability | 2022- | 11-Oct-22 | 09-Aug-22
21979

o Latest Servicing Stack Updates ADV9900 11-Oct-22 | 13-Nov-18

01




