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Phishing: Spearphishing

Initial Access T1566.001
Attachment
Execution T1204.001 User Execution: Malicious Link
Execution T1204.002 User Execution: Malicious File
Execution T1106 Native API
Privilege Escalation T1055.012 Process Injection: Process
Hollowing
Privilege Escalation T1055.000  Lrocess Injection: Dynamic-link
Library Injection
Defense Bvasion T1140 Deobfus;ate/ Decode Files or
Information
Defense Evasion T1027 Obfuscated Files or Information
Defense Evasion T1055.003  Lrocess Injection: Thread
Execution Hijacking
Defense Evasion T1553.002 S}lbx.rert Trust Controls: Code
Signing
: Impair Defenses: Disable or
Defense Evasion T1562.001 Modify Tools
Defense Evasion T1112 Modify Registry
Defense Evasion T1202 Indirect Command Execution
Defense Evasion T1497 Virtualization/Sandbox Evasion
Defense Evasion T1620 Reflective Code Loading
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Credential Access T1555 Credentials from Password Stores
Credential Access T1003 OS Credential Dumping
Credential Access T1539 Steal Web Session Cookie
Discovery T1087 Account Discovery
Discovery T1622 Debugger Evasion
Discovery T1083 File and Directory Discovery
Discovery T1046 Network Service Discovery
Discovery T1057 Process Discovery
Discovery T1518 Software Discovery
Discovery T1033 System Owner/User Discovery
Discovery T1124 System Time Discovery
Collection T1005 Data from Local System
Collection T1113 Screen Capture
Comirard mrd Comnio] Ti071.001  Application Layer Protocol: Web
Protocols
Exfiltration T1041 Exfiltration Over C2 Channel
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alert tcp any any -> any $HTTP_PORTS (

msg: "Kashef - Trojan/Erbium CnC Communication";
flow:established,to_setvet;

content:"GET";

nocase; http_method; content:"/api.php";
content:"method=getstub";

content:"tag=";

http_uri;

sid:100004;

rev:1;)
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