
احتمال

سوءاستفاده

14-Mar-2314-Mar-23CVE-2023-24930

Microsoft OneDrive 

for MacOS Elevation 

of Privilege 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24923

Microsoft OneDrive 

for Android 

Information 

Disclosure 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24922

Microsoft Dynamics 

365 Information 

Disclosure 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24921

Microsoft Dynamics 

365 (on-premises) 

Cross-site Scripting 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24920

Microsoft Dynamics 

365 (on-premises) 

Cross-site Scripting 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24919

Microsoft Dynamics 

365 (on-premises) 

Cross-site Scripting 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24913

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Remote Code 

Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24911

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Information 

Disclosure 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24910

Windows Graphics 

Component Elevation 

of Privilege 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24909

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Remote Code 

Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24908

Remote Procedure 

Call Runtime Remote 

Code Execution 

Vulnerability

کمخیر

افشای عمومیعنوان آسیب پذیریCVE شناسهتاریخ آخرین به روز رسانیتاریخ انتشار
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14-Mar-2314-Mar-23CVE-2023-24907

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Remote Code 

Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24906

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Information 

Disclosure 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24892

Microsoft Edge 

(Chromium-based) 

Webview2 Spoofing 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24891

Microsoft Dynamics 

365 (on-premises) 

Cross-site Scripting 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24890

Microsoft OneDrive 

for iOS Security 

Feature Bypass 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24882

Microsoft OneDrive 

for Android 

Information 

Disclosure 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24880

Windows 

SmartScreen Security 

Feature Bypass 

Vulnerability

بله

مورد 

سوءاستفاده 

قرار گرفته

14-Mar-2314-Mar-23CVE-2023-24879

Microsoft Dynamics 

365 (on-premises) 

Cross-site Scripting 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24876

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Remote Code 

Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24872

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Remote Code 

Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24871

Windows Bluetooth 

Service Remote Code 

Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24870

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Information 

Disclosure 

Vulnerability

کمخیر

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-24907
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14-Mar-2314-Mar-23CVE-2023-24869

Remote Procedure 

Call Runtime Remote 

Code Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24868

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Remote Code 

Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24867

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Remote Code 

Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24866

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Information 

Disclosure 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24865

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Information 

Disclosure 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24864

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Elevation of Privilege 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24863

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Information 

Disclosure 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24862
Windows Secure 

Channel Denial of 

Service Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24861

Windows Graphics 

Component Elevation 

of Privilege 

Vulnerability

زیادخیر

14-Mar-2314-Mar-23CVE-2023-24859

Windows Internet 

Key Exchange (IKE) 

Extension Denial of 

Service Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24858

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Information 

Disclosure 

Vulnerability

کمخیر

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-24869
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14-Mar-2314-Mar-23CVE-2023-24857

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Information 

Disclosure 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-24856

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Information 

Disclosure 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23946

GitHub: CVE-2023-

23946 mingit 

Remote Code 

Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23618

GitHub: CVE-2023-

23618 Git for 

Windows Remote 

Code Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23423
Windows Kernel 

Elevation of Privilege 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23422
Windows Kernel 

Elevation of Privilege 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23421
Windows Kernel 

Elevation of Privilege 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23420
Windows Kernel 

Elevation of Privilege 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23419

Windows Resilient 

File System (ReFS) 

Elevation of Privilege 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23418

Windows Resilient 

File System (ReFS) 

Elevation of Privilege 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23417

Windows Partition 

Management Driver 

Elevation of Privilege 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23416

Windows 

Cryptographic 

Services Remote 

Code Execution 

Vulnerability

زیادخیر

14-Mar-2314-Mar-23CVE-2023-23415

Internet Control 

Message Protocol 

(ICMP) Remote Code 

Execution 

Vulnerability

زیادخیر

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-24857
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-24856
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14-Mar-2314-Mar-23CVE-2023-23414

Windows Point-to-

Point Protocol over 

Ethernet (PPPoE) 

Remote Code 

Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23413

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Remote Code 

Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23412
Windows Accounts 

Picture Elevation of 

Privilege Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23411
Windows Hyper-V 

Denial of Service 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23410
Windows HTTP.sys 

Elevation of Privilege 

Vulnerability

زیادخیر

14-Mar-2314-Mar-23CVE-2023-23409

Client Server Run-

Time Subsystem 

(CSRSS) Information 

Disclosure 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23408
Azure Apache 

Ambari Spoofing 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23407

Windows Point-to-

Point Protocol over 

Ethernet (PPPoE) 

Remote Code 

Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23406

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Remote Code 

Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23405

Remote Procedure 

Call Runtime Remote 

Code Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23404

Windows Point-to-

Point Tunneling 

Protocol Remote 

Code Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23403

Microsoft PostScript 

and PCL6 Class 

Printer Driver 

Remote Code 

Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23402

Windows Media 

Remote Code 

Execution 

Vulnerability

کمخیر

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-23414
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14-Mar-2314-Mar-23CVE-2023-23401

Windows Media 

Remote Code 

Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23400

Windows DNS Server 

Remote Code 

Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23399

Microsoft Excel 

Remote Code 

Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23398
Microsoft Excel 

Spoofing Vulnerability
زیادخیر

14-Mar-2314-Mar-23CVE-2023-23397
Microsoft Outlook 

Elevation of Privilege 

Vulnerability

خیر

مورد 

سوءاستفاده 

قرار گرفته

14-Mar-2314-Mar-23CVE-2023-23396
Microsoft Excel 

Denial of Service 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23395
Microsoft SharePoint 

Server Spoofing 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23394

Client Server Run-

Time Subsystem 

(CSRSS) Information 

Disclosure 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23393

Windows Broker 

Infrastructure 

Service Elevation of 

Privilege Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23392

HTTP Protocol Stack 

Remote Code 

Execution 

Vulnerability

زیادخیر

14-Mar-2314-Mar-23CVE-2023-23391
Office for Android 

Spoofing Vulnerability
کمخیر

14-Mar-2314-Mar-23CVE-2023-23389
Microsoft Defender 

Elevation of Privilege 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23388
Windows Bluetooth 

Driver Elevation of 

Privilege Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23385

Windows Point-to-

Point Protocol over 

Ethernet (PPPoE) 

Elevation of Privilege 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-23383
Service Fabric 

Explorer Spoofing 

Vulnerability

کمخیر
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14-Mar-2314-Mar-23CVE-2023-22743

GitHub: CVE-2023-

22743 Git for 

Windows Installer 

Elevation of Privilege 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-22490

GitHub: CVE-2023-

22490 mingit 

Information 

Disclosure 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-21708

Remote Procedure 

Call Runtime Remote 

Code Execution 

Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-1018

CERT/CC: CVE-2023-

1018 TPM2.0 Module 

Library Elevation of 

Privilege Vulnerability

کمخیر

14-Mar-2314-Mar-23CVE-2023-1017

CERT/CC: CVE-2023-

1017 TPM2.0 Module 

Library Elevation of 

Privilege Vulnerability

کمخیر

10-Feb-2314-Mar-23CVE-2022-43552

Open Source Curl 

Remote Code 

Execution 

Vulnerability

بله

12-Jul-2214-Mar-23CVE-2022-23825

AMD: CVE-2022-

23825 AMD CPU 

Branch Type 

Confusion

کمخیر

12-Jul-2214-Mar-23CVE-2022-23816

AMD: CVE-2022-

23816 AMD CPU 

Branch Type 

Confusion

کمخیر

12-Apr-2214-Mar-23CVE-2022-23257

Windows Hyper-V 

Remote Code 

Execution 

Vulnerability

کمخیر

13-Nov-1814-Mar-23ADV990001
Latest Servicing 

Stack Updates
خیر
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