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' European Cybersecurity Skills Framework
" National Initiative for Cybersecurity Education
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" Chief Information Security Officer (CISO)
* Information Security Management System (ISMS)
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¥ Cybersecurity Architect

* Security-by-Design

* Privacy-by-Design

'* Business Continuity and Disaster Recovery (BCDR)
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" Privacy-Enhancing Technologies (PET)
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' Information Technology (IT)
'" Operation Technology (OT)
'* Scan

'® Use Cases
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" General Cybersecurity Specialist
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" Firewall
' Security Information and Event Management
"* Third-Party
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™ Penetration Tester and Vulnerability Analyzer
" Exploit
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™ Ethical Hacking
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" Threat Hunter

* Indicators of Compromise (loC)

Y Cyber Threat Intelligence

™ Indicators of Attack (loA)

™ Tactics, Techniques, and Procedures
™ Play Book

' Cyber Threat Actors
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' Correlation
™ Platforms
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™ Red Team Specialist

" Attack Vector

"* Defense in Depth

™ Command and Control (C&C)
™ Post-Exploitation

™ Persistence
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™ Cyber Incident Responder and Digital Forensics
™ Information and Communication Technology (ICT)
** Timeline Analysis
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' Defense in Depth

* Command and Control (C&C)
¥ Post-Exploitation

** Persistence
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**S0C (Security Operation Center) Tier One Specialist
*" False Positive
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*¥'SOC Tier Two Specialist
** Incident Validation

** Scope

°* Containment

* Chain of Custody
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*" SOC Tier Three Specialist
°T Kill Chain
** Timeline
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